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Abstract 
The Lublin University of Technology (LUT) trains students in various domains. One of them is 
computer science (IT). The University offers two levels of studies: bachelor’s (BEng) and master’s 
(MEng). This structure was introduced following the requirements of the Polish Ministry of Science and 
Higher Education (MNiSW/MSHE). The curriculum of studies has to contain some courses defined by 
the MSHE, but a significant number of courses can be chosen by the University. In 2015, we added to 
the bachelor level curriculum the course “Computer Systems Security” (CSS). This course contains 
30 hours of lectures and 30 hours of laboratories. It has 5 ECTS points assigned to it. It was important 
to verify if this course was valuable for students and if the course attendance increased their 
knowledge and skills in the IT security area. To verify these, we put forward 3 hypotheses: 

− H1: IT security awareness among bachelor level students is low; 
− H2: The level of students’ knowledge after the CSS course increases significantly; 
− H3: IT security is important for students in their life and future work; 

To confirm these hypotheses, we surveyed students of bachelor level IT studies who had just finished 
the CSS course. A group of 27 students were asked about the course importance. Most of them 
admitted that their knowledge of the IT security area before the course had been at a low level. They 
confirmed that during the CSS course they significantly increased their knowledge in that area. The 
students surveyed were also aware about IT security significance in everyday life and thought that this 
area of knowledge would be very important in their future work. According to the results obtained most 
students were aware of IT security and they broadened their knowledge on their own by reading news 
and articles in this area. 

The research proved that the introduction of the CSS course into the bachelor level of studies was 
a good idea. Knowledge of the CSS course area is important for students and increases their 
awareness in the security domain. 
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1 INTRODUCTION 
A wide access to the Internet and information technology brings new threats. All devices are exposed 
to attacks. Neither are users and organisations safe. According to the various reports the level of 
danger grows rapidly [2]. The range of the attack can be so big that it could lead to a global network 
malfunction [6]. The Open Web Application Security Project (OWASP), in which a variety of security 
experts share their experience, publishes every year a “Top 10 Most Critical Web Application Security 
Risks”. It contains detailed information about the most critical security risks to web applications and 
a description how to minimise these risks and test the software against these vulnerabilities. The 
OWASP encourages all organisations to adopt the document and points out that it significantly 
improves the security level of created IT solutions [5]. Bad state of information security in polish 
enterprises, including improper usage of digital identity, was confirmed by research done on a group of 
small and medium enterprises’ employees [12]. Antivirus software issuers continuously publish 
information about new threats, malicious software and the risks of using the Internet [3]. Various 
WWW services such as [1, 4, 7] every day announce new problems found in the web. All this gives an 
idea of the scale of threats in the IT domain and shows the necessity of educating students in IT 
security. The knowledge in the security area is especially important to IT specialists. Without it they 
would not be able to create secure solutions or maintain IT systems out of harm’s way.  

The Lublin University of Technology periodically takes various activities leading to improving its 
teaching level and adjusting higher education to ICT industry needs. This process was started in 2010 
by implementing the project “Graduate of Our Time”, aimed at creating master level studies according 
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to the labour market needs [6] and improving the University’s educational possibilities by introducing 
a dedicated e-learning platform [8] and a knowledge exchange system (KES) [18]. The cooperation 
between university and industry was particularly strengthened in 2015. In that year, a big project 
designed to adjust the bachelor level studies to the ICT industry needs was started, which was widely 
described in [9, 10, 11,13, 17]. During discussion panels with industry representatives, the needs of 
the IT labour market were discussed [9, 17]. Among other issues, the lack of security skills was 
mentioned. Additionally, we have surveyed students’ supervisors who took care of them during 
apprenticeships and practices. This survey also confirms shortages in students’ skills [7]. In view of 
this it was necessary to introduce new courses, adjusted to employers’ requirements. Among them 
was the CSS (Computer Systems Security) course. Introduction of this course was additionally 
motivated by the need of making students aware about security issues while using the University’s 
internal IT systems such as e-learning or KES [8, 18] or modern IT systems used in the educational 
process such as motion capture systems [19] or the brain-computer interface laboratory [16]. The 
importance of computer systems security has been reflected in Computer Science Curricula (CSC) – 
which is a standard of IT specialists educating created by Association for Computing Machinery (ACM) 
and IEEE Computer Society (IEEE-CS). In 2013 a new knowledge area has appeared in CSC. It was 
Information Assurance and Security [14]. To follow this, the CSS course has been introduced in 
bachelor level studies. It contains 30 hours of lectures and 30 hours of laboratories. It has 5 ECTS 
points assigned to it. This course contains the most important knowledge from the IT security area and 
is a base for the extended course, included in the master level IT studies curriculum. The knowledge 
gained during the CSS course is used in further semesters, in practice, during team projects in 
software engineering education, where students consider such aspects as software quality, reliability 
and security [15].  

2 A COMPUTER SYSTEMS SECURITY COURSE AS A WAY OF FULFILLING 
A GAP IN THE IT EDUCATION CURRICULUM 

2.1 The course syllabus 
The course syllabus was designed in such a way as to fulfil a gap in the IT students’ bachelor level 
curriculum. The main goal is to introduce the basics of IT security, present the most emerging threats 
in the cyber world and discuss the most important protections. The lectures contains 12 various topics, 
as is presented in Table 1. 

Table 1.  Lectures topics 

T01 Virtualisation: virtual machines and their configuration 
T02 Cryptology basis 
T03 Classical cryptography 
T04 Modern ciphers 
T05 Cipher modes 
T06 Hash functions 
T07 Public key infrastructure 
T08 Asymmetric cryptography applications 
T09 Data set security 
T10 RAID arrays 
T11 Network security 
T12 Firewalls 

During the laboratories students do various exercises and prepare reports. Apart from this, they have 
some additional tasks to fulfil and present during classes to the rest of the laboratory group. Topics of 
the laboratories are presented in Table 2. 
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Table 2.  Laboratory topics 

L01 Introduction to the structure of the laboratory, occupational health and 
safety training 

L02 VirtualBox environment 
L03 Virtual environment configuration 
L04 Ciphering 
L05 Cipher modes 
L06 Hash functions 
L07 Asymmetric cryptography 
L08 Public key infrastructure 
L09 Data security 
L10 RAID arrays 
L11 Attacks on ARP protocol 
L12 Attacks on TCP protocol 

2.2 The research problem 
It was important to verify if the CSS course is valuable for students and if the course attendance 
increases students’ knowledge and skills in the IT security area. This would allow to find if the course 
was adjusted to students’ knowledge level and their needs. Also, a very important aspect was to verify 
the IT security knowledge level the students had before the course – maybe it would be necessary to 
change the course topics if students had knowledge from the existing syllabus of the course. To verify 
the above we put forward three working hypotheses: 

− H1: IT security awareness among bachelor level students is low; 
− H2: The level of students’ knowledge after the CSS course increases significantly; 
− H3: IT security is important for students in their life and future work. 

These hypotheses were the subject of our research. By their verification we tried to assess the  
importance of the Computer Systems Security course in the computer science studies curriculum. 

2.3 The research method and its implementation 
To carry out this research, the survey method was used. As a survey tool an e-learning platform was 
used. The questionnaire consisted of two parts: 

1 Basic information about respondents (sex, age) and their employment, 
2 Main section containing questions to verify the hypothesis. 

Surveys were conducted upon completion of the CSS course, just after the final test on the course. 
A group of 27 randomly chosen students were surveyed. 

3 RESULTS 
In the first question we asked students about their level of IT security knowledge just before the CSS 
course. They were asked to assess their previous knowledge on the five step scale: value 1 meant 
that a student had no knowledge of the surveyed area before the CSS course, value 5 marked an 
assessment of a student’s former knowledge as very good. The results obtained are presented in 
Figure 1. Analysis of the results shows that 55% of students assessed their former knowledge as 
average. Over 33% of students admitted that they were familiar with IT security only in an insignificant 
degree or were totally unfamiliar with the subject. Nobody assessed their knowledge as very good. 
These results prove that the bachelor level students’ awareness in the IT security domain before the 
CSS course was low. To find out the possible reason of this low awareness level we asked students if 
they had had a security incident such as data loss, break-in into their computer, personal data leak or 
other. The results obtained showed that both groups – the one which reported security incidents and 
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the one which had no such problems – were of similar size, as is shown in Figure 2. Detailed analysis 
of these groups shows that among students who had security incidents the average level of 
knowledge was lower than in the group who had no such accidents, as can be seen in Figure 3. 

One more question was formulated to check if students tried to broaden their knowledge in the 
IT security area. They were asked if they read any texts from the following sources – news, scientific 
articles, test results, reports or others. We found that 63% of them looked for the literature and tried to 
be up to time, as Figure 4 shows. It appears that it is a good result, but in the light of the first two 
questions we had to assume that it was still not enough. We did not ask about the frequency of looking 
for security announcements, nor about the type of texts read by students, so we are not able to make 
extended analysis of this problem. Because it is necessary to fulfil this gap, this problem will be 
considered in separate research. The above analysis confirms hypothesis H1: the awareness of 
bachelor level students in the IT security domain is low. It is necessary to train them in the area and 
make them conscious about threats in the web and to IT systems, both for their own sake and 
because of labour market needs. 

 
Figure 1. The level of students’ knowledge about IT security before doing the CSS course. 

 
Figure 2. The percentage of students who had a security incident. 
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Figure 3. The former IT security knowledge among students who had and had no security incidents. 

 
Figure 4.The proportion of students who read texts about IT security on their own. 

The next question in the survey was: “Has the CSS course caused an increase of your knowledge in 
the IT security domain?”. This question was stated to directly verify H2 and indirectly verify H1. 
If students answered that their knowledge did not increase because of taking the CSS course, this 
would mean that they possessed the knowledge and skills offered during the course. The shares of 
answers to this question are presented in Figure 5. Over 77% of students assessed that their 
knowledge had significantly increased because of the course attendance. Nobody answered they had 
gained only a little or no knowledge. This allows to verify hypothesis H2. Students admitted that the 
CSS course had given them a lot of new knowledge in the IT security area. In addition they were 
asked if the content of the CSS course had been appropriate and important for them. Over 92% of the 
students answered that the content of the course was important for them. Students did not propose 
any changes to the course syllabus – they were satisfied with the present form of the course. 
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Figure 5.The number of students who read texts about IT security on their own. 

The last group of questions concerned the importance of IT security in students’ life. We wanted to 
assess if they understood the necessity of obeying the rules and were conscious that in their future 
professional career security would play an important role. At first students were asked to assess on 
a five-degree scale how important IT security was for them. Value “1” meant “totally unimportant”, 
whereas value “5” meant “very important”. The results obtained are presented in Figure 6a. To verify if 
students really understood the importance of security, we asked them if they used IT security 
knowledge in everyday life. The assessment was also done on a five-step scale, where value “1” 
meant that the respondent did not use this knowledge, whereas value “5” meant that the respondent 
used IT security knowledge every day. The results obtained are shown in Figure 6b. 

 
 a b 

Figure 6: a – answers to the question “How important for you is IT security?” (1 – not at all, 5 – very), b – 
answers to the question “Do you use the IT security knowledge in everyday life?” (1 – not at all, 5 – 

definitely yes). 

Analysis of the graphs presented in Figure 6 shows that over 96% of students consider IT security as 
important (rate 4 or 5). When it comes to using it in everyday life, the results are more spread. A big 
group of students (over 66%) uses the IT security knowledge in everyday life, but there is also quite 
a significant group  (over 33%) that uses it in a medium or small degree. It can be a sign of ignorance 
in applying IT security rules in practice. The following question “Do you prefer using tools offering 
a high level of security?” allowed for partial explanation of this problem. Over 85% of respondents 
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confirmed that they preferred secure tools. Deeper analysis shows that the remaining group contained 
all the respondents who declared that they hardly used IT security knowledge in everyday life. This 
confirms the existence of ignorant, but their number is low (under 8%).  75% of the students surveyed 
expressed an opinion that they would not be able to function as well as they were without IT security 
knowledge. An even bigger group ( 85%) thought that this knowledge would be necessary in their 
future job. The analysis included in this paragraph shows that IT security is important to students who 
take the CSS course. In view of this, H3 is verified. 

4 CONCLUSIONS  
The article is an attempt to assess the purposefulness of introducing the CSS course at the bachelor 
level of IT studies. As was indicated in the introduction, the IT security is a domain which is very 
important in the IT industry, especially in the face of threats that exist in the global network. The low 
level of students’ knowledge in this area (confirmed H1) does not allow them to function securely in 
the digital world or create secure IT solutions. Despite the ignorance that can be noticed in some 
cases, a great majority of students understand the importance of IT security in the veryday life and in 
their future professional career (confirmed H3). The CSS course fits in the labour market requirements 
and in students’ needs. The value of the course for students is high, which was confirmed by proving 
H2. They get new knowledge and skills from the course. Even if previously they had some knowledge 
in the domain in question, they are able to extend it. This allows us to assess the CSS course 
importance as high. 
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