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Abstract 
The use of the Internet is increasing day by day by people, especially among the students, and most 
of the time this affects the students negatively. Hence, this research is aimed to investigate university 
students’ self-efficacy in the safe use of the Internet. Research based model and scale was used in 
the study where data were collected from 709 randomly chosen volunteered students. A scale was 
used to collect data in the study. The scale consisted of four dimensions with 35 items: Social 
networking sites, malicious software, web security and social engineering, and computer security. 
Descriptive statistics, frequency, percentage, one-way ANOVA and independent t-test were used to 
analyze the collected data. After statistical analysis of the collected data, the disheartened result was 
found that university students’ self-efficacy in the safe use of the Internet is not enough to protect 
themselves from harmful aspects of the Internet. There were also significant differences found in the 
overall mean average score of university students’ self-efficacy in the safe use of the internet between 
gender and age. From this study, it could be deduced that the results of the study will be valuable to 
students, parents and most probably to the people engaged in research at the government offices or 
at universities. By knowing the possible weakness of students’ self-efficacy in the safe use of the 
Internet issues, appropriate solutions can be proposed to help salvage this problem. 
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1 INTRODUCTION 
It is generally known that the weakest point in personal computer (PC) security is the personal 
computer client. Dangers such as web cookies and phishing need passive consent or client complicity. 
High levels of security is not related to the type of the PC but rather requires careful choice of 
passwords, and good programming skills. In addition, almost all organizations have moved away from 
using paper and the majority of transactions are being carried out online and as a result clients 
nowadays store their private data on their PCs. Recent studies show that the PC clients do not realize 
or perhaps they do not comprehend the dangers of information security and also do not have the 
capacity to handle such issues. There are numerous worms and infections that can kill or limit the 
operations of PCs or cause security attacks to PC clients that even technical managers do not have 
the sufficient knowledge to enhance the security in PC clients [1]. A literature search carried out has 
shown that there has been little or no work done on students’ perception of computer security, and as 
a result, this paper attempts to breach the gap in this area. 

Studies at colleges and Universities assume a pivotal part in securing the Internet in contrast with the 
overall public, and assurance of PCs is left to the activity of the clients [2]. The PC security issues are 
causing harm and they seem to cause these studies to be defensive towards security. Although it is 
generally accepted that innovative controls are important, the PC security almost entirely relies on 
individuals’ ability. It is therefore necessary to study the security issues which may help students, 
parents, and most probably to educational institutions and to governments so that they learn the 
possible weakness of students’ knowledge in these areas and propose and possibly provide suitable 
solutions to solve these problems.  

1.1 The Aim of the Study 
The investigation of university students' self-efficacy in the safe use of the internet has been the main 
aim of this study. The answers to the following questions were sought to achieve this aim. 

• What are the university students’ self-efficacy in the safe use of the Internet based on 
o Security on Social Networking Sites? 
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o Malicious Software? 
o Web Security and Social Engineering? 
o Computer Security? 

• What are the demographic differences with university students’ self-efficacy in the safe use of 
the Internet? 

o Is there any age based difference on the total average score of university students’ self-
efficacy in the safe use of the Internet? 

o Is there any gender based difference on the total average score of university students’ self-
efficacy in the safe use of the Internet? 

2 RELATED RESEARCH 
Baaij [3] has found from the studies that as a result of the developed technology the web usage has 
increased and this has resulted in new threats and dangers. Thus, web security is a very important 
concept that must be taken seriously by all the people. Chen et al. [4] has defended that the web 
security is encountered by the individuals as a result of using the digital media. The studies they 
carried out showed that the individuals try to protect themselves from the digital threats by using only 
password. It is well known that this is not sufficient to protect an individual from the threats. Shukla et 
al. [5] stressed that personal computers can be infected with harmful software and their private data 
can be captured by unauthorized people. In addition, it is proposed to use anti-virus software in 
networks used in offices to protect the computers since the results of unauthorized access could be 
much more harmful. On the other hand, Kross et al. [6] has pointed out from their studies that as a 
results of the increased usage of social media sites, especially the Facebook, computers can more 
easily be infected with harmful software. Andreassen et al. [7] suggested that the exploitation faced by 
the users is unknown when using the social media sites. As it can be understood from all the studies, 
in order to be protected from the threats caused by the digital media, one has to be knowledgeable. 
One can conclude that the use of the Internet securely has been imperative in our daily lives. 

3 METHODOLOGY 

3.1 Participants  
In this study 709 volunteer university students from different departments, having mixed genders and 
ages were chosen randomly. In total, 56.84% of students were male and 43.16% were female. Table 1 
shows the characteristics of the students chosen for this study. It can be seen from this table that 32% 
of students were between the ages of 18-20, 35% were between the ages of 21-23, 17.1% were 
between the ages of 24-16, and 15% were older than 27. 

Table 1.  Demographic data of students (N = 709). 

Characteristic Frequency % 

Gender   

   Male 403 56.84 

   Female 306 43.16 

Age   
   18-20 227 32 

   21-23 248 35 

   24-26 121 17.1 

   27+ 113 15.9 

3.2 Data Collection Tools 
The data in the study was collected using a scale adapted by Cavus and Ercag [8] for “the self-efficacy 
and perceptions in the safe use of the Internet”. This scale consisted of 35 items in total, and is made 
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up the dimensions: Social Networking Sites (SNS), Malicious Software (MS), Web Security and Social 
Engineering (WSS), and Computer Security (CS). In the study, 12 items were assigned to SNS in 
order to address the security problems that may arise from the use of social networking sites. 8 items 
were assigned to WSS to address the web security and social engineering problems that may arise 
from the use of the internet by students in accessing their emails and online shopping sites etc. 9 
items were assigned to MSS to address the possible malicious software problems that may arise while 
students are using the Internet. Finally, 6 items were assigned to CS to address computer security 
problems that may arise while the students us their computers. A 5-level Likert scale was designed 
with columns and values: “Very Confident (5 points), “Confident (4 points), “Neutral (3 points), “Not 
Confident” (2 points), and “Not Very Confident” (1 point). Cronbach’s Alpha reliability test was done to 
calculate the scale reliability and it was found to be 0.88. As shown in Table 2, the Cronbach’s Alpha 
reliability results for each dimension were above 0.70. Consequently, the scale was said to be reliable 
based upon these results since the coefficient of reliability in all dimensions were above 0.70 [9]. 

Table 2.  Reliability test results of the scale. 

Dimensions Cronbach’s Alpha 

SNS 0.84 

MS 0.87 

WSS 0.90 

CS 0.90 

Total 0.88 

3.3 Data Analysis Methods 
The data was analyzed and interpreted using the SPSS 20.0 software package. During the analysis 
process, frequency and percentage, ANOVA, and independent sample t-test were used. 

3.4 Procedure  
The research was designed in order to fill the gap in the university students’ self-efficacy in the safe 
use of the Internet. A survey was carried out in this study where scale was given to 1000 randomly 
chosen students in various universities for over a month. The scale was given to volunteered students 
and collected back from them every three days in a week for over three weeks. The scale was given to 
students in different locations, such as in the faculty building, the class room, the cafeteria, etc. At the 
end of the survey, a total of only 709 correctly filled scales were recovered from the students in total. 
The collected data was analyzed using methods such as frequency and percentage, independent t-
test and one-way ANOVA with the aim of finding answers to the research questions. Finally, the 
results from the data analysis were discussed in detail and conclusions and suggestions were drawn 
from the results of the research. 

4 RESULTS AND DISCUSSION 

4.1 Students’ Self-efficacy 

4.1.1 University Students’ Self-efficacy in the Safe Use of the Internet Based on Security on 
Social Networking Sites  

Descriptive analysis was employed to investigate the university students’ self-efficacy in the safe use 
of the Internet based on Social Networking Sites. The results showed that students’ opinions were 
clear based on their self-efficacy for the safe use of the Internet over social networking sites. As 
shown in Table 3, the least mean range for all items is “To be able to prevent theft of personal photo 
albums on social networking sites” (M = 3.02, SD = 1.48). The highest mean value out of all items is 
“To be able to protect personal information I share with people on social networking sites” (M = 3.02, 
SD = 1.48). The total mean and standard deviation for all 12 items were calculated to be M = 3.25 and 
SD = 0.33 respectively. 
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The average and standard deviation of all items for the Social Networking Sites dimension are 
calculated to be M = 3.25 and SD = 0.33. This result shows that the university students do not have 
very strong self-efficacies for using the Social Networking Sites. Considering that large number of 
students actually use the Social Networking Sites, it is apparent that the students are faced with 
enormous risks. 

Table 3.  Descriptive statistics of the Social Networking Sites dimension. 

Social Networking Sites (SNS) Mean SD 

1. To be able to hide the information that I share on social networking sites from 
people. 3.23 1.48 

2. To be able to block requests from people I don’t know/want on social 
networking sites. 3.82 1.29 

3. To be able to hide my profile information from people I don’t want on social 
networking sites. 3.52 1.43 

4. To be able to protect personal information I share with people on social 
networking sites. 3.93 1.19 

5. To be able to contact the necessary people if my password is taken by 
someone on social networking sites 3.08 1.47 

6. To be able to share videos and photos on social networking sites that will not 
harm my reputation. 3.05 1.46 

7. To be able to share information about others on social networking sites that 
will not harm their reputation. 3.08 1.47 

8. To be able to use social networking sites like Facebook and Twitter in a safe 
way. 3.07 1.47 

9. To be able to protect myself from infected videos on social networking sites. 3.07 1.44 

10. To be able to take necessary safety precautions against security breaches on 
social networking sites. 3.04 1.46 

11. To be able to prevent theft of personal photo albums on social networking 
sites. 3.02 1.48 

12. To be able to create a secure password on social networking sites. 3.07 1.47 

Total 3.25 0.33 

4.1.2 University Students’ Self-efficacy in the Safe Use of the Internet Based on Malicious 
Software 

Descriptive analysis was employed to investigate the university students’ self-efficacy in the safe use 
of the Internet based on Malicious Software. The results showed that students’ opinions were clear 
based on their self-efficacy for the safe use of the Internet over the use of Malicious Software. As 
shown in Table 4, the least mean range for all items is “To be able to use Microsoft Security 
Essentials” (M = 2.90, SD = 1.21). The highest mean value out of all items is “To be able to create a 
very secure password” (M = 3.26, SD = 1.19). The total mean and standard deviation for all 9 items 
were calculated to be M = 3.11 and SD = 0.16 respectively. 

These results showed that students’ self-efficacies about the Malicious Software was unfortunately not 
sufficient. Considering that the number of students using the Internet is high, it is apparent that they 
will be affected negatively from such computer software. 
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Table 4.  Mean and standard deviation for each item of the Malicious Software. 

Malicious Software (MS) Mean SD 

1. To be able to prevent harmful software from infecting your computer. 3.17 1.43 

2. To be able to protect my password from key loggers. 3.25 1.19 

3. To be able to clean my computer when it has been infected with viruses. 2.91 1.21 

4. To be able to prevent viruses from entering my computer. 3.19 1.41 

5. To be able to take the necessary precautions to prevent Trojan horses from 
entering my computer. 3.25 1.19 

6. To be able to protect my computer from worms. 2.90 1.20 

7. To be able to protect myself from spyware software. 3.17 1.43 

8. To be able to create a very secure password. 3.26 1.19 

9. To be able to use Microsoft Security Essentials. 2.90 1.21 

Total 3.11 0.16 

4.1.3 University Students’ Self-efficacy in the Safe Use of the Internet Based on Web 
Security and Social Engineering 

Descriptive analysis was used to investigate the university students’ self-efficacy in the safe use of the 
Internet based on Web Security and Social Engineering. The results showed that students’ opinions 
were clear based on their self-efficacy for the safe use of the Internet over the use of Web Security 
and Social Engineering. As shown in Table 5, the least mean range for all items is “To be able to 
protect myself from social engineering attacks via e-mails” (M = 3.02, SD = 1.27). The highest mean 
value out of all items is “To be able to take the necessary security precautions against spam e-mails” 
(M = 3.40, SD = 1.21). The total mean and standard deviation for all 8 items were calculated to be M = 
3.20 and SD = 0.18 respectively. 

Looking at the average results obtained from the survey it can be understood that the students do not 
have enough self-efficacies to protect them from Web Security and Social Engineering topics. 

Table 5.  Mean and standard deviation for each item of the Web Security and Social Engineering. 

Web Security and Social Engineering (WSS) Mean SD 

1. To be able to do shopping in a secure way via Internet. 3.32 1.45 

2. To be able to take the necessary security precautions against spam e-mails. 3.40 1.21 

3. To be able to protect myself from built-in camera pens and glasses from social 
engineering attacks. 3.03 1.27 

4. To be able to protect myself from social engineering attacks via e-mails. 3.03 1.27 

5. To be able to use the necessary precautions while using interactive banking on 
the Internet. 3.29 1.43 

6. To be able to use the necessary precautions against hoax e-mails. 3.39 1.20 

7. To be able to protect myself from phishing e-mails. 3.04 1.27 

8. To be able to show the difference between HTTP and HTTPS. 3.03 1.27 

Total 3.20 0.18 
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4.1.4 University Students’ Self-efficacy in the Safe Use of the Internet Based on Computer 
Security 

Descriptive analysis was employed to investigate the university students’ self-efficacy in the safe use 
of the Internet based on Computer Security. The results showed that students’ opinions were clear 
based on their self-efficacy for the safe use of the Internet over the use of Web Security and Social 
Engineering. As shown in Table 6, the least mean range for all items is “To be able to protect my 
personal files” (M = 3.85, SD = 1.17). The highest mean value out of all items is “To be able to add a 
password to my operating Windows system” (M = 4.01, SD = 1.18). The total mean and standard 
deviation for all 8 items were calculated to be M = 3.93 and SD = 0.05 respectively. 

Looking at the results obtained, it can be said that the students actually do have self-efficacies to 
protect themselves from harmful computer programs or from harmful people. However, this does not 
mean that the level of self-efficacy is enough, or that the students will not suffer from any harmful 
computer programs or from people. 

Table 6.  Mean and standard deviation for each item of the Computer Security. 

Computer Security (CS) Mean SD 

1. To be able to protect my personal files. 3.85 1.17 

2. To be able to take the necessary security measures for logging on to my computer. 3.92 1.19 

3. To be able to add a password to my operating Windows system. 4.01 1.18 

4. To be able to update my security files. 3.95 1.19 

5. To be able to add a password to my files. 3.95 1.23 

6. To be able to create backup files in case of problems. 3.92 1.21 

Total 3.93 0.05 

4.2 Demographic Differences 

4.2.1 Age  
One-way ANOVA analysis was employed to investigate the university students’ self-efficacy in the 
safe use of the Internet between different ages, on total average score. As shown in Table 7, there are 
statistically significant differences in all ages (p < 0.05). It is also interesting to note that in all the 
groups participants over the age of 27 had the highest total mean values and this is significantly 
different from every other age group in the survey. 

Table 7.  Age based difference on total average score of the students. 

Age Groups N Mean SD Mean Square F p 

18-20 227 3.25 .87 

8.707 11.757 .000* 
21-23 248 3.45 .82 

24-26 121 3.20 .84 

27+ 113 3.84 .90 

* The mean difference is significant at the 0.05 level. 

As can be seen from Table 8, there is statistical difference between age group 18-20 with 27+, but 
there is no significant difference between age group 18-20 with 21-23 and 24-26. Age group 21-23 
with 27+ but there is no significant difference between the age group 18-20 and 24-26. Also, age 
group 24-26 showed no statistical significant difference between age 18-20 and 21-23, but there is 
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significant difference between age group 27+. Consequently, age group 27+ showed significant 
difference between all age groups. One can see from studies in the literature that the knowledge base 
increases as the technology develops [10]. In this study, it is clear that as the students’ skills in using 
the Internet has increased, this made them to be aware of the risks and consequently be more careful. 
It can be speculated that with every negative experience in life, students carry out research to extend 
their knowledge. This is one of the nice results of this study. 

Table 8.  Multiple comparisons of age based difference on total average score. 

(I) AGE (J) AGE Mean Difference (I-J) Std. Error 
95% Confidence Interval 

Lower Bound Upper Bound 

18-20 

21-23 -.23302 .09031 -.4682 .0021 

24-26 .05044 .09396 -.1945 .2954 

27+ -.58698* .11243 -.8817 -.2922 

21-23 

18-20 .23302 .09031 -.0021 .4682 

24-26 .28346 .11610 -.0198 .5867 

27+ -.35395* .13150 -.6987 -.0092 

24-26 

18-20 -.05044 .09396 -.2954 .1945 

21-23 -.28346 .11610 -.5867 .0198 

27+ -.63741* .13403 -.9889 -.2859 

27+ 

18-20 .58698* .11243 .2922 .8817 

21-23 .35395* .13150 .0092 .6987 

24-26 .63741* .13403 .2859 .9889 

* The mean difference is significant at the 0.05 level. 

4.2.2 Gender  
Independent samples t-test analysis was employed to investigate the university students’ self-efficacy 
in the safe use of the Internet between different genders on total average score. As shown in Table 9, 
considering the total average self-efficacy of all the students on 35 items, it can be seen that there are 
statistically significant differences between the total means score of both male and female students 
(p<0.5). It was found that male students had higher total mean values than the female students. This 
can be considered to be one of the interesting results of this study. Looking at the literature one can 
see that in technology based studies the differences between different genders is getting less 
compared to previous years’ studies [11]. However, in some studies one can still see differences 
between different genders [12], [13]. 

Table 9.  Gender based difference on total average score. 

Gender N Mean SD Mean Difference t p 
Male 403 3.44 .92 

.256 3.372 .001* 
Female 306 3.18 .86 

* The mean difference is significant at the 0.05 level. 

4 CONCLUSION 
The Internet usage is increasing day by day. It is important to realize that our personal files on our 
computers may not be completely safe and secure. From the results of the survey carried out in this 
study it could be deduced that the university students do not have enough self-efficacies while using 
the Internet and as a result of this there could be major security issues facing them in their future 
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usage of the Internet. In addition, the results of this study should be invaluable to students, parents, 
educational institutions, to people doing research in the field of Internet security, and most probably to 
government officials who may want to learn more about the Internet security threats and how to 
overcome such threats.  
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