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Abstract 
Cyber-security knowledge is becoming increasingly significant for everyday’s online activities, while 
there is no adequate knowledge offered for their safe use in education. Individuals and organizations 
utilize cyber-security knowledge in various uses and various ways. It is important to understand how 
security and privacy issues are perceived and handled by learners, IT professionals and citizens of 
different cultures. The authors of this paper researched and identified different needs and uses and 
different reasons for acting so among the previous groups of people in five countries.  

The aim herein is to present and scrutinize information by learners (prospective IT professionals) of 
five countries, namely China, Finland, Greece, Nepal, and the UK. In particular the researchers 
wanted to find out about the future IT professionals’ knowledge, conceptualizations and awareness of 
cyber-security regarding the use of cloud-based services by current IT students in higher education 
degree schemes and curricula about cyber-security. The authors further illustrate the research findings 
by proceeding to a comparative analysis taking into account different perspectives such as: national 
culture, gender, higher education and IT-related knowledge. The final research outcomes reveal 
interesting information for future IT professionals’ skills, knowledge, and digital competencies. The 
latter comprise a body of realistic and practical knowledge for the IT professional communities to 
consider when designing cyber-security curricula.  

Hence, for advancing the IT professionals’ role, cyber-security curricula designers should provide 
practical knowledge and socially acceptable solutions by i) incorporating real needs (e.g. 
cryptography-based cloud security) and ii) considering cultural awareness (values and national 
culture) in higher education degrees and related industrial training schemes.  

Keywords: Higher Education, Cyber-security Curricula, Formal/Informal Learning and Training, ICT 
students, IT Professional’s Role, National Culture, Gender. 

1 INTRODUCTION  
Cloud services are becoming increasingly popular since they offer dynamically scalable resources, 
which seemingly are of infinite capacity and users pay only for what resources they use and only for 
as long as they use them. Such services are used for data storage, application deployment, test and 
development, data backup and for many other purposes and activities that often handle very sensitive 
and private data. Yet, a large number of Internet users do not use cloud services. For instance, a 
survey conducted among citizens of EU countries revealed that one in five Internet users use cloud to 
store their data and similarly over a quarter of Internet users are unaware of cloud services [1]. 
Apparently, one of the main barriers that discourage people from using cloud services is their concern 
about privacy and security of their data and information stored in the cloud infrastructure [1].  

A number of studies have ascertained the role of cultural values and gender in cyber-security 
knowledge and expertise [2, 3, 4, 5, 6, 7, 8]. These two factors have impact on the security 
performance and compliance of Internet users. However, these studies used heterogeneous groups of 
people in order to evaluate their cyber security knowledge and expertise in general. One of the main 
reasons often pointed out by these studies is that the impact of culture and gender on cyber-security 
mainly occurs due to the varying level of technical knowledge of the Internet users. Hence, in our 
study, we have both male and female participants and all of them with almost the same level of 
technical education but from different national culture. We additionally assumed that our participants 
(currently IT-related degrees students) possessed a similar level of Internet user experience and 
familiarity with Web privacy/security practices. Thus, studying such a group of people in different 
countries higher education IT context can help us to determine the actual impact of culture and gender 
in cyber-security. 
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Our study attempts to answer the following research questions: 

1. How many prospective IT professionals use cloud services? 

2. What are the reasons for not using cloud services? 

3. What is the impact of national culture and gender in the results of the aforementioned research 
questions 1 and 2? 

For the cloud service providers, it is crucial to understand the reasons that discourage/repel the 
prospective IT professionals from using the cloud services. These people (prospective IT 
professionals) will be responsible for promoting and encouraging the usage of cloud services; thus, 
first and foremost, the cloud services providers and users will need to have confidence in them. 
Notwithstanding, for the cloud services users and IT professionals it has become crucial to understand 
how secure a cloud-based service is; and if it is not secure, which might be the associated privacy and 
security problems [9] and which could be the feasible solutions for the society and the citizens. Thus, 
for an IT professional, in order to propose any appropriate solution [9], it is important to understand the 
broad societal, socio-technical and international usage of the cloud-based services and associated 
knowledge technology.  

Background research studies demonstrate that there is a need to re-design the curricula in higher-
levels of education in order to prepare the future IT professionals to i) gain more security-related 
knowledge, ii) act professionally and ethically in the society, and iii) become more familiar with the 
international and broad cloud-based services [2, 3]. Additionally, cloud technology needs to be 
exposed so that cyber-security issues and security measures to overcome those issues are integrated 
into subject-taught knowledge. The research outcomes of this trans-national survey could also be 
useful for developing and widely reaching the cloud security related knowledge and cyber-safety 
applications in every country, considering suitable solutions for different national cultures (see [2, 3, 
10, 11, 12]). 

Throughout the rest of the paper the authors present and comment on the summarized information 
from data collected about cloud services’ usage (or not) by future male and female IT professionals in 
five countries, namely China, Finland, Greece, Nepal, and the UK. 

2 METHODOLOGY 
A questionnaire was designed with the participation of all the members of our international research 
team on cyber-security. To fulfil the designing objective for conducting surveys in a multi-cultural and 
multi-national research environment, the work proceeded as follows: The doctoral and post-doctoral 
researchers and research assistants from many countries organized several brainstorming online and 
offline (face to face) sessions to determine the most appropriate and complete set of questions, and 
suitable ways to present them [13], such as translating the questionnaire when in need. We had a pilot 
survey and published the results [2] and afterwards we translated and distributed the questionnaire in 
the five countries we consider herein. This research study is international and ongoing. We are 
currently collecting more data from the UK and Australia, while data from African countries and North 
and South America is being planned and expected to take place in the near future. For this study, we 
collected survey data through printed and distributed to fill in questionnaires from five countries, three 
from Europe and two from Asia, respectively: Finland, Greece, UK, China and Nepal. We collected 
data from higher-level degrees IT students, in the higher education premises of each country. These 
questionnaire respondents are the future IT professionals in these countries’ educational and socio-
technical systems. Our current data set (data used herein) in total contains replies from 264 
participants wherein the largest numbers of data were from Greece (three Universities) followed by 
other countries: Finland (three Universities), Nepal (one University), China (one University) and the UK 
(one University) as shown in Figure 1. We have currently collected an equal amount of data from 
China and the UK but more data is on its way from both countries.  

The numbers of male and female participants are shown in Figure 2, where male and female 
participants are 189 and 75, respectively.  
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 Figure 1. Data sets by country. Figure 2. Data set by gender. 

3 RESULTS 
In this section we depict, compare and contrast the collected data among the five countries. The next 
figures illustrate the current findings followed by brief text descriptions and comparison comments.  

3.1 Collected Data: An Overview and Description 
We categorized the male and female participants in all those five countries as shown in Figure 3. 
China has the largest percentage of male and the least percentage of female participants with 84.62 
% of male participants and 15.38 % of female participants. Similarly, Nepal has the second largest 
percentage of male participants (83.87%) and the second least percentage of female participants 
(16.12 %). UK has 76.92% of male participants and 23.07 % of female participants whereas Greece 
has 66.93% of male participants and 33.07% of female participants. Last, Finland has the least 
percentage of male participants (66.67%) but the largest percentage of female participants (33.33 %).  

The survey results reveal a disparity in the male and female students studying IT and related 
disciplines irrespective of their national culture. This disparity is relatively worse in Asian countries 
than in European countries. Such low interest towards technology (IT and related disciplines) in 
women with respect to men has also been acknowledged by past studies [2, 3, 7]. Unfortunately, the 
situation in European countries is also not very encouraging. The authors believe that there is a 
serious need for encouraging advice and steps in order to attract more female students to study IT 
and related disciplines.  

 
Figure 3. Male and female participants per country. 

3.2 Gender-Based Comparison of Cloud Users among Five Countries 
Our data revealed that around one fifth (18.94%) of IT students do not use cloud services, as shown in 
Figure 4.  
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Figure 4. Cloud users and not users. 

Finland has the highest percentage of cloud services users followed by the UK, Greece, China and 
Nepal, shown in Figure 6. Both Asian countries (China and Nepal) that we considered for the survey 
have almost the same percentages of cloud services users. It is also shown that European countries 
(average percentage is 88.53%) have significantly higher percentages of cloud services users in 
comparison to the Asian countries (average percentage is 61.42%). Similarly, the percentage of 
female IT students who use cloud services is slightly higher than their male counterparts, as shown in 
Figure 6.  

    
 Figure 5. Cloud users/not users by country. Figure 6. Cloud users / not users by gender. 

As shown next, in Figure 7, the percentage of male cloud users are more than that of the female cloud 
users in China and Nepal (Asian countries), whereas the percentage of female cloud users are more 
than that of the male cloud users in Finland, Greece and the UK (European countries). It is also 
noteworthy that according to our sample all female participants use cloud technology and services in 
Finland and the UK. The survey results also show that China has the least percentage of female IT 
students who use cloud services, in comparison to the other four countries. 
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Figure 7. Comparison of cloud users and non-users in five countries. 

3.3 Reasons for Not Using Cloud Services  
There appear to be different reasons for not using cloud services. We specified questions about this 
aspect in the questionnaire used. Some of these collected reasons for not using cloud in Finland, 
Greece, Nepal and the UK are plotted in Figure 8. Unfortunately, all the participants from China left the 
question without answering it. One participant from the UK and one from Finland also left the question 
without answering. Since the question included a multiple choice, some of the participants from Nepal 
and Greece selected multiple answers. The total number of the participants who answered our 
question was 38. The answer “I never needed” is the most common reason for not using cloud with a 
50% percentage, whereas the answer “I don’t trust” is the second most common reason. Similarly, 
other reasons include “I don’t know how to use them”, “No access”, “I never heard” and other reasons. 

 
Figure 8: Reasons for not using cloud services 

“No access” is one of the popular reasons for not using cloud services in Greece and Nepal. “Never 
heard” about cloud is another reason for not using cloud services in Nepal. “No need” to use cloud is 
another reason in Finland, Greece and Nepal. The later has the highest percentage in Greece, where 
31.82% of the participants selected this reason for not using cloud services. “Not trust” cloud services 
is another reason that is mentioned by questionnaire respondents in all countries. Last, ‘not having 
knowledge’ of using cloud technology is another reason that is apparent in Greece and Nepal. 

We did not analyze in detail the reasons for not using cloud services based on gender and 
nationalities due to their low statistical significance. For example, 22 and 12 participants from Greece 
and Nepal respectively answered the question, whereas only 2 participants each one from the UK and 
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Finland responded. Thus, for example, telling 100% of the participants from the UK or Finland 
selected a certain option will not provide much significance in the outcome result.  

3.4 Clustering and National Culture 
In order to view the similarities and differences between countries, we performed K-means clustering 
taking the numbers of total participants, male participants, female participants, male and female cloud 
users and numbers of male and female not using cloud in all five countries. We performed clustering 
for several cycles. When we performed clustering for two clusters, we got one cluster containing only 
Greece and another cluster containing China, Finland, Nepal and the UK as shown in Figure 9, next.  

 
Figure 9. Clusters plot 

In the second cluster, the distances between those four countries were quite different. The reason 
behind this distribution (Greece being in a separate cluster) is most probably the difference in the 
number of participants as Greece is represented by a much larger number of participants than the 
other countries. Future research plans might contain different clusters for analysis and comparison, 
since there will be more available data from more countries. A comparison, for example, according to 
Hofstede’s index of cultural awareness [5, 6, 7], between collectivist and masculine (Greece, Nepal, 
China) v individualist and feminine (UK, Finland) values countries could be possible. 

The authors are currently extending this study to capture a wider international context and cloud 
services users’ needs. Notwithstanding, larger sample sizes are obviously needed to capture the 
future IT professionals’ role, knowledge, skills and digital competencies worldwide. More data in the 
future will allow to compare these findings, considering the dimensions of national culture according to 
Hofstede’s research findings [5, 6]. A research question on the rise is: What is the influence of national 
culture in the use and quality deployment of cloud-based services? Section 4 next exposes the 
rationale for this study and the pre-requisite curricula knowledge for future IT professionals.  

4 CROSS-NATIONAL COMPARATIVE FINDINGS AND INTERNATIONAL 
CURRICULA DESIGN FOR PROSPECTIVE IT PROFESSIONALS 

This section aims at finding out which cultural and educational dimensions may influence the 
prospective IT professionals of the aforementioned five countries, utilizing their feedback on 
understanding issues of security and privacy in cloud-based services.  

4.1 The Six Dimensions of National Culture 
Geert Hofstede defined culture as “the collective programming of the mind distinguishing the members 
of one group or category of people from others”. This cross-cultural communication framework 
originally proposed four dimensions [14, 15]. Later on, Geert Hofstede, Gert Jan Hofstede, Michael 
Minkov [16] and their research teams had extended the approach with two more national culture 
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dimensions, namely long versus short term orientation, and indulgence versus self-restraint based on 
extensive research [14, 15, 16]. In our research study, we adopt Hofstede’s approach that considers 
all six national culture dimensions as briefly described below (see also [17]): 

Power Distance Index (PDI), which describes the degree to which the less powerful members of a 
society accept and expect that power is distributed unequally. The fundamental issue here is how a 
society handles inequalities among people.  

Individualism versus Collectivism (IDV), which associates how individual persons and their society are 
integrated into groups. In other words, whether people’s self-image or social interaction are defined in 
terms of “I” or “we”. 

Masculinity versus Femininity (MAS), which represents a society's acceptance of success preferences 
such heroism, assertiveness, material rewards versus cooperation, modesty, caring for the weak and 
quality of life. Society at large is more consensus-oriented. 

Uncertainty Avoidance Index (UAI), which expresses the degree to which the members of a society 
feel uncomfortable with uncertainty/ambiguity and the degree of avoiding unknown. Societies that 
score a high degree in this index opt for stiff codes of behaviour, guidelines, laws, and generally rely 
on absolute truth, or the belief that one truth dictates everything and people know what it is. 

Long Term Orientation versus Short Term Normative Orientation (LTO), which signifies how the 
society maintains the links between past, present and future while dealing with prioritizing challenges 
of existential goals, where they consider pragmatic problem-solving as a necessity. In the academic 
environment the terms Monumentalism versus Flexhumility are sometimes also used. Societies who 
score low on this dimension, for example, prefer to maintain time-honoured traditions and norms while 
viewing societal change with suspicion. 

Indulgence versus Restraint (IND), which suggests that a society on higher score allows relatively free 
gratification of basic and natural human desires related to enjoying life and having fun, while the 
opposite controls gratification of needs and regulates it by means of strict social norms. Indulgent 
societies believe themselves to be in control of their own life and emotions.  

Table 1, next, provides the reader with the relevant information considering Hofstede’ s six culture 
dimensions current scores of Nepal, China, Greece, UK and Finland as found in [17] and adapted 
herein. The index is from 1-100. The countries of table 1 are listed in a way that the nominal GDPs per 
capita are from low to high while with shaded background are marked scores under or equal to 50. 
The scores are being constantly changed as a result of new research findings and new data and 
information about the countries.  

Table 1.  Hofstede’s culture dimensions: percentages for Nepal, China,  
Greece, UK and Finland, adapted from [17] 

 

4.2 Considering Hofstede’ s Cultural Dimensions in This Research Study 
We initially planned to compare our findings utilizing the Hofstede’s index of cultural awareness [5, 6, 
7, 10, 14, 15, 16, 17]. The assumption was that there should be some differences and similarities 
between more collectivist and masculine values countries (Greece, Nepal, China) versus more 
individualistic and feminine values countries (UK, Finland). We have also been skeptical on the 
previous since doubts have been raised by various other opponents to Hofstede’s index. For instance, 
instead of considering gender [18, 19] or culture [16, 17, 18, 20], the country’s economy factor (such 
as nominal GDP per capita) seems more relevant to explain the ratio between female and male IT 
students, rather than comparing scores in individualism and masculinity dimensions. However, due to 
the data quantity we collected [19], we could still draw associations among the results and evidence 
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how the national culture may influence the users’ behaviours towards cloud-based services and 
technology use. We have, for instance, indications that national culture impacts on the users’ security 
awareness and trust and thus it should also be considered while designing the curriculum for the 
education of the prospective IT professionals in these countries. For example, amongst the five 
countries, Greece appears to have the highest score in Uncertainty Avoidance Index. This is also 
shown from the answers of the Greek participants especially when the ratio of answering ‘I don’t trust’ 
as the reason of not using cloud services in Greek students is 6 times more than the students’ ratios in 
all other four countries. A similar explanation may be attributed to interpret the reason of answering 'I 
never needed', when Greece hits the highest point of 31.82% which is almost twice as high than the 
second highest percentage 15.91% in Nepal, who’s Uncertainty Avoidance index is 40. (see also 
Table 1).  

Moreover, Finland and the UK have the highest scores both in Individualism versus Collectivism (IDV) 
and Indulgence versus Restraint (IND). Accordingly, the students from Finland and the UK had the 
highest rate of using cloud services. Meanwhile, comparing to other three countries, both Finland and 
the UK achieved the lowest answer rate in 'I never heard' or 'I don’t know how to use them' towards to 
'why not use cloud'. This may also imply that their motivation and initiative are the main reasons 
adopting new methods or technology and related studies, probably neglecting their high access ability 
and stability to cloud services. Greek students, unsurprisingly, are in the middle of this survey’s 
results. Further investigation is needed to thoroughly find out the deep reasons for understanding IT 
students’ interests and improving their awareness levels in designing IT curricula for different national 
cultures. 

4.3 Cryptography-Based Knowledge for Prospective IT Professionals 
Based on these preliminary findings the authors further identify a common factor for the attitude 
towards cloud services, briefly mentioned next: The lack of appropriate knowledge in the national 
higher education curricula for guaranteeing trust and security in online interaction provides uncertainty 
for the future IT professionals and consequent hesitation to use and deal with cloud services. Hence, 
exposing the necessary cloud technology relevant knowledge, e.g. computational modeling for trust 
assumptions and cryptography-based cloud security [21, 22, 23], should be a priority for IT curricula 
designers. This is important knowledge for prospective IT professionals because this type of 
knowledge could, in turn, assist in increasing trust in interaction by providing correct data 
encryption/decryption in cloud services’ use [24]. Apparently, guaranteeing encryption in particular is a 
challenge in everyday use of cloud-based services since there exists a gap of know-how to protect 
people’s personal sensitive data and privacy in general. 

Cloud computing is internet-based computing that allows the sharing of computer resources and data 
to computers and the devices on demand. Due to various advantages such as on-demand self-
service, rapid elasticity, broad network access and resource pooling, cloud computing is becoming 
popular for different purposes such as data storage, application deployment, test and development, 
data backup and many other purposes which often include very sensitive, confidential data. However, 
there are also some cloud security issues such as Denial of Service (DoS), session hijacking, man-in-
the-middle attack and replay attack. A classification of cloud security issues [25] on the basis of 
components distinguishes as storage-based attacks, network based attacks, application-based attacks 
and virtual machine-based attacks. Therefore, it is crucial to identify or develop mechanisms to 
overcome these severe problematic situations. 

Cryptography may be useful to provide security against various cloud security issues discussed above 
such as storage-based attacks, network-based attacks. Various encryption techniques can be 
employed to secure data in storage, data in use and transmitted data in cloud. One way to secure data 
is employing encryption in data storage in cloud. It secures data from security issues such as storage-
based attacks. When data is encrypted in storage, attackers won’t be able to access or modify the 
data as data would be in unreadable (encrypted) format which can be decrypted and read only by the 
authorized users. Another way would be employing encryption prior to uploading to the cloud. It helps 
to provide security against network-based attacks, man-in-the-middle attack and such other issues. 
When data is encrypted before uploading it to the cloud and decrypted after receiving from the cloud, 
potential attackers will not be able to gain access to the data as the data between users and cloud 
services would be in encrypted form [21, 22, 23, 24, 25]. 

As exposed above, there are still future IT professionals who are not using cloud services. Some are 
not using them because they are completely unaware of existing security mechanisms that can be 
used in cloud technology while some are not using them because they do not trust them. For those 
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with no knowledge of security mechanisms in cloud, knowledge of different encryption mechanisms 
can be provided with some secure encryption algorithms. For those who do not trust, one way would 
be allowing them to perform encryption by themselves before putting the information in cloud so that 
they will be sure that no one else has access to their information, not even the service providers. 
Therefore, it is important to provide future IT professionals with the proper, practical and useful 
knowledge of cryptography and cryptographic algorithms. 

5 CONCLUSIONS 
To carry out this research, we designed a survey using a standard questionnaire. A pilot questionnaire 
testing [2] was necessary to enrich the questionnaire with more questions and also made considerable 
changes in the format and structure of the initial questionnaire. The respondents were BSc and MSc 
level students majoring in computer science and related disciplines from two developing (Nepal, 
China) and three developed countries (i.e. Finland, Greece, the UK). The countries that are 
considered here first are just by chance and because of convenience, since the first data arrived from 
these countries. Notwithstanding, our research team has dealt with cultural issues and software quality 
management systems realisation in three of these countries, Greece, Finland and the UK [11, 12, 20]. 
It was very interesting to come back to certain research issues and measure change/stability attitudes, 
if any, in given socio-cultural and geo-physical environments and observe their influence in formal and 
informal education for future IT professionals. 

The authors further consider to elaborate more on the research findings by proceeding to a detailed 
comparative analysis considering gender, education background, national culture (values and culture), 
and cloud technology relevant knowledge, e.g. computational modelling for trust assumptions and 
cryptography-based cloud security. The later are important knowledge for prospective ICT 
professionals because this type of knowledge could, in turn, assist in increasing trust in interaction by 
providing correct data encryption/decryption in cloud services’ use. 

Cryptography-related knowledge could offer viable solutions for the cloud security problems. Hence, 
there is a need for a process of storing and transmitting data in a form that can be understood only by 
the authorized users. Who should encrypt the data? This is in itself a debatable question. Some views 
that the users whom the data belongs to can encrypt their data and then store in the cloud. These are 
the people who have serious trust issues with their cloud vendors. But the existing practice is that the 
cloud vendors perform the encryption. A cryptography-based solution for instance could start with the 
data or information called plaintext and convert it into the encoded form called ciphertext. The 
ciphertext is again converted to plain text. The process of converting plain text into ciphertext is called 
encryption whereas the process of converting ciphertext into plaintext is called decryption. It may 
employ the same key for encryption and decryption (secret key cryptography) or different key(s) for 
encryption and decryption (public key cryptography). 

Planning successful curricula for future ICT Professionals a deeper in gender perspective and national 
culture approach are of paramount importance. Other factors such as the country’s economy factor 
(such as nominal GDP per capita) are also relevant and complementary while comparing the ratios 
between female and male students, or comparing scores in individualism and/or masculinity l 
dimensions of national culture. 

The current research results together with the earlier surveys’ results reveal attention-grabbing 
information for future male/female ICT professionals’ skills, knowledge, and competencies in a given 
socio-economical and geographical domain. Cultural awareness and suitable socio-technical 
education curricula can lead to ICT professionalism and professional success in IT advising and 
consultancy suggestions. The research findings from an international study on cyber-security should 
comprise a body of minimum and realistic knowledge for the ICT professional community. This is 
worthy of note when designing curricula of cyber-security technology by accommodating practical and 
accessible solutions. 
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