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Abstract 
The article substantiates the urgency of developing the culture of youth confidence as a means of 
countering cyber extremism. The resolution of the Parliamentary Assembly of the Council of Europe 
No. 1344 "On the Threat to Democracy from Extremist Parties and Movements in Europe" (2003) 
defines extremism as "a form of political activity that explicitly or subordinately denies the principles of 
parliamentary democracy and is based on the ideology and practice of intolerance, alienation, 
xenophobia, Anti-Semitism and ultra-nationalism". Different types of extremism are identified on the 
basis of this definition. Cyber extremism is the most dangerous. A high degree of cyber extremism 
threats is stipulated by the increased availability of the Internet and excessive gullibility of young 
people. The study of the influence of the cyber environment among the students of the Russian 
university was conducted, that revealed a high level of trust in the cyber environment. The forms of 
cyber extremism are described. Preventive measures to neutralize the threats of cyber-extremism are 
justified. It is proved that the culture of trust is the most effective preventive measure of protection from 
the threats of cyber extremism. 

The definition of the culture of student confidence based on a balance of trust and mistrust is 
formulated. Levels of students' trust culture and their criteria are defined. A study of the level of culture 
of students' trust is conducted. Pedagogical conditions for enhancing the culture of student confidence 
are proposed. 

In the process of research, the culturological, psychological and sociological approaches were used. 
The culturological approach allows considering the culture of trust as a way of organizing human life 
activity in the face of increasing threats of cyber extremism and terrorism. The psychological approach 
makes it possible to reveal levels of a culture of trust. As a result of applying the sociological 
approach, the low level of the culture of trust of university students was revealed. 
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1 INTRODUCTION  
The urgency of developing a culture of youth confidence as a preventive means of countering cyber 
extremism is due, on the one hand, to the exponential growth of destructive communities in the global 
network, on the other hand, the excessive confidence in them of network users. People leave 
information about themselves in social networks, becoming an object of social engineering. 
Cyberextremist organizations pose a particular danger, because they use virtual space for their 
activities with all its invisible threats. Today, cybercriminals are able to collect personal data of users 
not only in manual, but also in automatic mode [1]. Resolution of the Parliamentary Assembly of the 
Council of Europe No. 1344 "On the Threat to Democracy from Extremist Parties and Movements in 
Europe" (2003) defines extremism as "a form of political activity that explicitly or subordinately denies 
the principles of parliamentary democracy and is based on the ideology and practice of intolerance, 
alienation, xenophobia, Anti-Semitism and ultra-nationalism "[2]. In many countries of the world, 
separate measures are being taken to combat the threats of cyber extremism. However, the potential 
of higher education for solving this problem is not used enough: the category of the culture of youth 
confidence has not been studied, the pedagogical conditions for its development have not been 
determined. The contradiction that arose requires resolution, which determines the relevance of this 
article. 

2 METHODOLOGY  
In the process of research, a culturological, psychological and sociological approach was used. The 
culturological approach allows to consider the culture of trust as a way of organizing human life activity 
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in the face of increasing threats of cyber extremism and terrorism. The psychological approach makes 
it possible to reveal levels of a culture of trust. As a result of applying the sociological approach, a low 
level of the culture of trust of university students was revealed.  

We conducted a study in 2013 -2017 in the natural conditions of the educational process. It was 
attended by 299 university students - future specialists in information security.  

The study used: analytical and synthetic methods - in the search and analysis of literature on the topic; 
method of comparative analysis - in determining the essence of approaches to a culture of trust of an 
individual.   

3 RESULTS 

3.1 Culture of trust as an object of study 
Trust is an object of study of philosophy, psychology, sociology and other sciences. The category of 
trust was studied by N. Luhmann [3], V. Barber [4], D. Gambetta [5], A. Giddens [6], F. Fukuyama [7] 
and others.   

A major contribution to the development of the theory of culture of trust was made by P. Sztompka [8]. 

He defined trust as "expressed in the action taken with respect to the partner, the expectation that his 
reactions will prove to be beneficial for us, in other words, the bet on the partner made in conditions of 
uncertainty in the expectation of his reciprocal actions favorable to us" [8, p.342]. The culture of trust, 
in his opinion, is universal trust, encompassing the whole group and treated as an obligatory rule of 
conduct (climate or atmosphere of trust in society). Culture of distrust (culture of cynicism) is a 
widespread and generalized suspicion towards people and institutions, forcing them to constantly 
monitor them and monitor their actions in fear of deception, violation of their rights, lies, ill-will, 
conspiracies, secret actions [3, p.343].  

Studying the culture of trust, P. Sztompka calls the social conditions for the emergence of trust 
cultures (societies): 1) structural opportunities that generate trust (normative coherence, stability of 
social order, transparency of social organization, sense of understanding the world, accountability of 
people and institutions), and 2) subjective factors: the personal qualities of the subject - his willingness 
and desire to take advantage of the structural features: (activity, optimism, focus on the future, big 
ambitions, achievement- orientation innovation); a typical level of personal and collective capital 
(wealth, stable performance, variety of social roles, power, education, communication, strong family, 
religious beliefs). Opposing circumstances produce, in his opinion, the culture of distrust: 1) structural 
possibilities (chaos, radical changes, secrecy of social organizations, sense of unknowing, 
arbitrariness and irresponsibility); 2) subjective factors: personality traits associated with willingness to 
distrust (passivity, pessimism, orientation to date, lack of ambition, adaptive orientation, conformism); 
poverty, lack of work, power, education, connections, family, etc. [9]. 

The analysis of approaches to the notion of trust allows to state that in the modern science the 
culturological approach is used. However, the issues of trust cultures have been studied to the 
greatest extent. "Culture" in this case is understood in the social sense - as a type of society. Heuristic 
potential has a functional-activity concept of culture. And this potential is not realized. In the context of 
countering cyber extremism, the culture of student confidence has not been studied. 

3.2 Factors influencing the essence of culture of trust  
It is logical to assume that the radical transformation of modern culture into a digital culture, 
accompanied by an unknown and irresponsible, intensive computerization of a person's life should 
create a good ground for the birth of distrust of subjects of interaction in the information environment 
of the Internet. After all, one of the symptoms of the trauma of social change is precisely distrust.  

However, paradoxically, the lack of structural capabilities is not reflected today on users of the Internet 
communities and social networks. They trustfully leave their personal data on the web, are frank in 
communication, etc. And, this applies to all subjects, regardless of personality traits and personal 
resources. 

What are the sources of this contradiction? 
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We believe that there are two such sources: 1) infantilism of the modern young man, his separation 
from reality, ignorance of the structural circumstances of the modern life; 2) awareness of social 
circumstances and the departure from the real life in virtual space, naive assumption that this is the 
world of the opposite modality, more humane, understandable, transparent, stable, etc. Both factors 
lead to excessive confidence of young people the in Internet resources. 

The naive perception of virtual space is deeply mistaken. Cyberculture is, of course, a new culture, in 
comparison with the culture of reality. But it has its own laws and norms, which are far from humanity 
and transparency. It is the culture that does not reflect, but imitates reality. Instead of real objects and 
subjects in the virtual environment, the images and models of these objects and subjects are 
constructed. These are riddles that must be solved; beautiful facades, which may be absent at home; 
myths, in which there may not be truth, etc. However, subjects interact in this new, unreal country 
according to the laws of culture of reality, trustingly accepting models for real objects, images for real 
subjects.  

Behind beautiful facades cyber-extremism is hidden. And the young users of the network, who are 
traumatized by cultural transformations, need serious "treatment". And if P. Sztompka talks about the 
restoration of culture of trust [4,8], we believe that today we should make efforts to form a culture of 
distrust.  

However, it would be a mistake on the "pendulum law" to replace the culture of naivete with the culture 
of cynicism. It is not the priority of culture of trust over a culture of mistrust (or vice versa) and not their 
parity, but the balance of these two cultures. 

Consider the grounds for this imperative.  

It is known that in the nature of human security lies its desire for internal and external stable 
equilibrium with the environment [10]. On this aspiration, two principles of the optimality of society as a 
self-regulating system are based: the principle of saving energy and the principle of maximum entropy 
[11]. The implementation of these principles is a self-regulatory internal process, not only for society, 
but for the individual as well. This process is aimed at achieving optimal conditions for their existence 
and development. It is "in the processes of evolution, behavior, problem solving, etc." The system 
chooses such reactions that provide maximization of the average mutual information between the 
system and the environment ("incentives") "[12, p.16:]. 

These principles are implemented through several mechanisms for balancing trust and mistrust:  

1 Expansive behavior - the desire of the subject to have the maximum of information. This 
behavior assumes the maximum trust of the subject to other subjects. In this way, the subject 
has the opportunity to receive new stimuli for development, but the very existence is under 
threat. 

2 Conservative behavior - the desire of the subject to reduce the entropy of his behavioral errors: 
This behavior assumes the maximum mistrust of the system to other entities. At the same time 
the subject receives a certain guarantee of his own security, but limits the opportunities for 
development. 

3 Resource-optimizing behavior - the desire of the subject to optimize the resources of life. This 
behavior assumes: a) the subject's choice of states that meet the minimum resource costs; b) 
reduction in the resource deficit, that is, the increase in the inflow of resources. This type of 
behavior involves optimization of resources, and hence - the balance of trust and mistrust. This 
allows the subject to choose the most economical, optimal, equilibrium way of life: maximum 
realization of goals with minimal resources. Only the equilibrium balance between the expansive 
and conservative behavior of the subject can ensure its viability in the present and future.   

The balance of trust and mistrust allows the subject to take into account his goals, attitudes, and 
various requirements for subject-subject interaction. In some countries, before paving new footpaths, it 
is possible for pedestrians to lay them themselves. The balance of the mutual "permissible trust" of 
two actors with different goals can also be compared with laying a convenient, economical way. This is 
the only way to control the balance of both subjects.  

Let's formulate the definition of culture of trust, taking as a basis: 1) the functional-activity approach to 
culture (culture as a way of organizing human activity); 2) the ambivalence of categories of trust and 
mistrust; 3) the principle of saving energy and maximum entropy, which determine the imperative of 
their balance. 
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The culture of personal trust is a way of organizing human life in the digital society, in which subjects 
of information relations, depending on their personal qualities, personal (collective) capital, 
macrosocial circumstances, can achieve the balance of trust and mistrust in the process of interaction.  

3.3 Levels and indicators of culture of trust 
To distinguish the levels of a person's trust culture, we use the information-psychological approach. 
This approach was substantiated by Yu.S. Zubov in the process of investigating the interaction of the 
individual with the objective world [13]. The basis for distinguishing the levels of the culture of person's 
trust is the types of mental actions and their corresponding activities. 

"Disobjectification" (interiorization) and "objectification" (exteriorization) of information - these are two 
differently directed processes of subject-subject interaction. Disobjectification is carried out in the 
process of information consumption by the subject, includes perceptive, cognitive and value-
orientation activities. Objectification includes information-reproductive activity (information transfer) 
and information-creative activity (information creation). Thus, each subject of information relations 
performs the functions of a consumer, a repeater and the creator of information. Each of the functions 
forms a certain level of the culture of trust: low - information-consumer, medium - information-
reproductive and high - information-creative. 

The information-consumer level of the trust culture of the subject provides for its ability both to trust, 
and to distrust to the subjects of interaction, information sources, information technologies and 
technology, a certain level of its critical thinking. 

The information-reproductive level of the trust culture of the subject assumes the availability of its 
ability to justify the trust of the authors of information messages and recipient subjects, to whom the 
content of these messages is transmitted.   

The information and creative level of the trust culture of the subject requires the ability of the subject to 
form and maintain confidence in himself and the knowledge created by him on the part of the recipient 
subjects. 

The student is consistently moving from level to level of the culture of trust. So, the highest level of the 
culture of trust - information-creative - can be achieved by the subject of information relations only 
after passing the low and medium levels. At the same time, the subject of information relations will be 
in a state of equilibrium, provided all three levels of the culture of trust are unified. 

The second criterion for distinguishing the levels of a person's trust culture is the relationship between 
trust and mistrust in the subject-subject interaction. The ratio can be of three types: priority, parity and 
balance. 

The priority of an expansive or conservative behavior of the subject is an indicator of a low level of a 
culture of trust. We call it the priority level. 

The parity of the expansive and conservative behavior of the subject is an indicator of the average 
level of the culture of trust. We call it the parity level. 

Finally, the balance of the expansive and conservative behavior of the subject - resource-optimizing 
behavior - is an indicator of the high level of its culture of trust. We call it the balanced level. 

3.4 Pedagogical conditions for the development of culture of trust of 
university students as a means of countering cyber extremism 

The transition of higher education to the competence approach opens up new opportunities for 
developing a culture of students' confidence as a preventive means of countering cyber extremism. 
Competence is the graduate's ability to solve practical problems. Inclusion of "cultural-trust" 
competence in the structure of competencies in the educational standards of all directions will enable 
to solve this problem systematically. 

We conducted a study in 2013 -2017 in the natural conditions of the educational process within the 
disciplines of "Human Security" and "Information Security Management", "Fundamentals of 
Information Security in Professional Activities." It was attended by 299 university students - future 
specialists in the protection of information and political scientists. We developed and implemented in 
the educational process the pedagogical conditions for the development of a culture of students' 
confidence as a preventive means of countering cyber extremism. 
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The first pedagogical condition is the inclusion in the curriculum of training modules aimed at 
developing knowledge about the levels of students' trust culture, about achieving the balance of trust 
and mistrust. The main means for studying the mechanisms for achieving a culture of trust was 
defined by cybersecurity and technology of social engineering. Within the framework of the training 
courses of "Human Security" and "Information Security Management", the trust in information security 
related to the personnel of the organization became the object of study. We simulated training cases 
aimed at countering various types of cyber extremism (intolerance, alienation, xenophobia, anti-
Semitism and ultra-nationalism on the Internet). The work of students on cases suggested modeling 
and comparative analysis of the behavior strategies of employees of the organization having different 
levels of culture of trust, substantiated in this article. 

The second pedagogical condition is the organization of self-diagnostics of the culture of students' 
confidence in the educational process. We built the structure of the diagnostic program based on the 
methods of experimental psychosemantics, studying various types of mental activities of the student, 
his personal spiritual and moral orientations, assessing the needs of each student in the 
communication processes and threats to these needs, etc. Mastering the technologies for self-
diagnosis of students is necessary for their own knowledge, skills and personal qualities to determine 
the prospects for professional and non-professional communications after graduating from the 
university, for self-correction of certain indicators. The high humanistic value of self-diagnosis of the 
culture of students' confidence in the learning process is that self-diagnostic skills can be claimed in 
the process of further self-education. The high dynamics of threats of cyber extremism requires from 
the future specialist continuous self-education and self-diagnostics in order to enhance the culture of 
trust. Self-diagnostic skills will help the student counteract cyber extremism threats, as well as 
accelerate the adaptation process in a changing information and communication environment.   

The third pedagogical condition is the development of critical thinking of students through the analysis 
of critically saturated texts, as well as the conduct of "counter-cyberextremist debate". We offered 
students for analysis and discussion such electronic resources from the global network that contained 
the meaning-search content. This allowed to find objective and subjective in the texts, and ultimately - 
to form a critically-reflective style of students' thinking, to achieve a balance of trust-distrust in the 
subject of analysis and discussion.  

3.5 Realization of pedagogical conditions of development of culture of trust of 
higher school students 

We carried out substantiated pedagogical conditions in one control group (KG1) and three 
experimental groups (EG1, EG2 EG3). In total, four cuts were made: zero, first, second and final. Here 
are the results of the zero and final sections. 

Table 1.  Distribution of students according to levels of students' trust culture at the zero section. 

Groups 
Levels 

Total number of 
people low medium High 

people % people % people % 
Zero section 

KG1 74 92,50% 6 7,50% - - 80 
EG1 71 93,42% 5 6,58% - - 76 
EG2 64 91,43% 6 8,57% - - 70 
EG3 68 93,15% 5 6,85% - - 73 
Total 277 

 
22 

   
299 
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Fig. 1. Distribution of levels of students' trust culture. Zero diagnostic section. 

Table 1 and Figure 1 illustrate that in a comparative analysis of the results of the zero section of the 
control and experimental groups, we found no difference in the level of the students' trust culture as a 
means of countering cyberextremism. Zero diagnostic section showed that out of the 299 students, no 
one showed a high level of development of culture of trust, the average level of development was 22, 
and the low level of development was 277 people.   

Table 2.  Distribution of students according to levels of students' trust culture at the final section. 

Groups 
Levels Total number of 

people low 
people 

low medium high 

people % 
 

people % % 

Final section 
KG1 49 61,25% 20 25,00% 11 13,75% 80 

EG1 16 21,05% 42 55,26% 18 23,69% 76 

EG2 14 20,00% 35 50,00% 21 30,00% 70 

EG3 10 13,69% 34 46,58% 29 39,73% 73 
Total 89 
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Fig. 2. Distribution of levels of students' trust culture. Final diagnostic section. 
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Table 2 and Figure 2 show that after the final cut, the level of student confidence increased, while 
higher results were shown by students in the experimental groups. After the final stage of the 
experimental work, out of 299 students 79 students showed a high level of development of the culture 
of trust, the average level of development was 131, and the low level of development was 89 people. 
On the basis of a comparison of the four control sections, we concluded that the most significant 
changes occurred in the experimental groups in which all three pedagogical conditions were realized. 
Therefore, in order to achieve a higher level of a culture of student confidence, it is required to apply 
the entire set of pedagogical conditions. 

4 CONCLUSIONS 
The relevance of the article is due to the contradiction between the exponential growth of extremist 
communities in the global network and excessive reliance on users. However, it was found that the 
potential of higher education to solve this problem was not used enough. 

An analysis of approaches to the notion of trust allowed us to state that in modern science a 
culturological approach is applied to it. The issues of trust cultures have been studied to the greatest 
extent. "Culture" in this case is understood in the social sense - as a type of society. 

We have shown that the following factors influence the definition of the essence of the concept of a 
culture of trust: the functional and activity concept of culture as a way of organizing human activity; the 
ambivalence of categories of trust and mistrust; the principle of saving energy and maximum entropy, 
which determine the imperative of their balance. 

Based on our analysis, we proposed our interpretation of the definition and level structure of the trust 
culture of the subject, substantiated the pedagogical conditions for its development as a means of 
countering cyber extremism in the youth environment. 

Experimental work on the implementation of sound pedagogical conditions in the educational process 
was successful, positive dynamics of the development of a culture of students' confidence as a means 
of countering cyber extremism. 
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