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Abstract 
Digital Forensics has rapidly evolved and developed as an important focus in law enforcement, 
government, academia and the private sector. The digital world we live in has had a demonstrable 
impact on digital forensics; crimes are now accomplished directly involving in-hand devices (e.g., 
smart devices, wearables, laptop or tablet) or enhanced by such widely available technological 
advances. These technologies are at the very forefront of everyday life and becoming more and more 
integrated into curriculum across Higher Education (HE). We have subsequently seen the 
development of a number of education and training courses on offer for not only digital forensics but 
also cybersecurity. There now exists a plethora of courses in the United Kingdom where, over the 
years, many Higher Education Institutions (HEIs) have developed ‘computer forensics’ and ‘digital 
forensics’ programmes. Harnessing new technologies, which such a relatively new and distinctive 
technological discipline relies upon, includes its own challenges. These include alignment of curricula 
to current technologies, industry requirements and procedures, resourcing, student satisfaction and 
increasing demands for innovative learning methods and tools. A small digital forensics community 
exists, however, this will need to grow as the field matures. The deliverables of courses, both 
education and training, are extensive where there is no existing way to measure content and delivery. 
Furthermore, the new discipline is seeking to combat plagiarism and make student assessment more 
realistic in the light of limited and costly resources. This paper examines the current state of digital 
forensics education, training and learning. It seeks to outline the challenges and predict future 
implications of technology for an already tech-heavy discipline within digital forensics education in the 
United Kingdom. 
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1 INTRODUCTION 
Advancing technologies and interest in further education has risen over the years, particularly within 
the United Kingdom. Recently the sector has seen a decline in the number of students attending 
university to study computing related subjects. According to Universities UK [1] there has been a 
decrease of 20.3 percent from 2004/05 to 2014/15. Other STEM subjects, such as engineering and 
mathematics, have seen an increase on student numbers in the past ten years [1], where numbers 
showed higher enrolments in engineering than computer science [2]. 

Student fees within the UK have seen substantial increases since 2012, where fees rose from £3,290 
to £9,000 [3], with a further rise  to £9,250 planned [4]. Given these rises, it is not uncommon for 
students to look at the costs associated with their chosen degree and seek to get the most for their 
money. The value of higher education for students as ‘customers’ has been a debate for a number of 
years [5], [6], particularly at times of rising and differing tuition fees across parts of the UK. A study by 
Kandiko and Mawer [7] outlines how university students were generally unaware of “how higher 
education was funded, and how changes in fees were related to changes in government funding for 
higher education”. The study also notes “tangible measures” of value which were often seen to be the 
total amount of contact time and campus buildings (e.g., how presentable they are) [7]. For some 
students, graduate employability was also a measure but resources were often noted as something 
which students felt should be included in tuition fees [7]. The author’s own experience confirms this 
where, in recent years, students have calculated the cost of their contact time at university and 
building aesthetics, as these affect the perceived value for money. 

These expectations can seemingly cause challenges in technically-driven subjects. For example, 
students expect dedicated workspaces and technological devices required for their studies, some on 
an individual basis. It could be argued that students’ perception of how their tuition fees are spent (and 
the associated benefits) do not align with the actual costs of running degree programmes. This is ever 
more prevalent for digital forensics courses due to high expenses placed on software licensing, higher 
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than average specification hardware and technician costs. Such tools are often restricted to use on 
campus mainly due to their costs and vendor restrictions. The author of this paper has experienced a 
number of students dissatisfied due to being unable to individually own a license for forensic-specific 
software for home use. Although educational establishments receive discounts on the tools utilised, it 
is still cost prohibitive to provide personal licenses. 

Since the 1980s there has been growth within the discipline of digital forensics yet it is still seen, and 
noted, by many as a relatively new subject [8], [9]. It is a multi-interdisciplinary field due to its links 
within computer science, forensic science and criminology. This paper seeks to outline challenges 
associated with developing and running an effective course within an attractive and heavily technical 
domain. 

1.1 Digital Forensics Courses in UK Higher Education 
Although computing related subjects have witnessed a decline in students in the past ten years, there 
has been a rise in the number of courses on offer which capture an essence of digital forensics. In 
2005, there were just five ‘Computer Forensics’ courses in the UK [10]. Courses then were generally 
named ‘Computer Forensics’, due to their nature of managing evidence relating only to computers. 
With advances in technology, and a greater emphasis on a mobile-centric nation, the discipline has 
grown to be known as ‘Digital Forensics’. The swap from ‘Computer’ to ‘Digital’ Forensics is used to 
describe the subjects’ current paradigm of managing vaster quantities of data and numerous digital 
devices.  

In 2008/09 a study conducted by Thomas, Tryfonas and Sutherland [11] looked at analysing the 
components of a computer forensics degree. The authors noted course titles which could be used, 
where ‘Computer Security & Forensics’ and ‘Digital Forensics’ topped the chart preferences of 
nineteen delegates. The authors also observe that “course title is very important for marketing 
purposes and an interesting, eye catching course title was vital to the success of a course”. Looking at 
this today, we can see this theory stands and Table 1 demonstrates the large number of naming 
conventions now applied to this niche and reactive discipline. The question to ask is whether the 
attractiveness of a course title actually determines the effectiveness of the course curriculum? As [11] 
discussed the variety of course title does not depict the content of a module or entire programme. 

Table 1.  Popular Digital Forensics Course Titles in 2017 [12]. 

Course Name Count Course Name Count. 
Computer Forensics 5 Computer Science & Forensics Science 1 

Computer Forensics & Security 3 Computer & Information Security 1 

Computer Forensic Investigation 1 Computer & Digital Forensics 2 

Forensic Computing 4 Computer & Cyber Forensics 1 

Forensic Computing & Security 2 Computer Systems (Forensics & Security) 1 

Computer Security 1 Computing (Network and Forensics) 1 

Computer Security & Forensics 2 Computing (Networking, Security and Forensics) 1 

Computer Security with Forensics 1 Applied Computing (Cyber Security) Top-up 1 
Digital Forensics & Cyber Security 1 Cyber & Computer Security 1 

Computer Science with Cyber Security 1 Cyber Security & Computer Forensics with Business 1 

Computer Science & Criminology 1 Policing Studies & Computer Forensics 1 

A course in forensic computing was introduced in 2007 at Canterbury Christ Church University 
(CCCU) and in 2015/16 the course was re-validated and renamed “Computer Forensics & Security”. It 
was felt that the course needed additional content which looked at cyber security while continuing to 
provide the fundamentals of digital/computer forensics. As demonstrated by student numbers from the 
past few years of the course (Figure 1), a discussion can be had as to whether a course name 
provides attractiveness for applicants and enrolments. Analysing these numbers illustrates peaks in 
applications in 2015 and 2016 (2015 was the first year that applicants would see the revised course). 
As shown in Figure 1, there were 15 more applicants than the previous year where the course was still 
‘Forensic Computing’. 2016 saw applications peak to 84, a rise of 19 on the previous year. Much 
higher figures are noted than in 2012 to 2014 and arguably, the drop in numbers between 2012 and 
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2014 inclusive could be tied to the general decline in numbers taking up computer science related 
courses within the UK at this time [13].  Furthermore, it could be argued the recent rise in interest was 
not only due to the naming convention of the course, but also linked to developing skills in computer 
science and cyber security from a much younger age [14]. Additionally, the UK government has 
pushed for, and invested in, cyber security awareness following a number of recent business breaches 
[15].  

Student Applications and Enrolments to Forensic 
Computing/Computer Forensics & Security Course at CCCU 

(Year One)
84

65
50 48 48

31
23 16 13 18

2016-17 2015-16 2014-15 2013-14 2012-13

Computer Forensics & Security Applicants
Forensic Computing Applicants
Computer Forensics & Security Enrolments
Forensic Computing Enrolments  

Figure 1.  Student applications and enrolments to Forensic Computing/Computer Forensics & Security 
Course at CCCU. 

Through comparison of previously gathered course briefings, collated in 2014 and those gathered 
today, it is observed that 8 HEIs have amended their course names, or made additions/subtractions to 
courses available. What this data does not tell us, however, is the student numbers on any 
programme. Discussions with a number of prominent academics within the discipline (ranging from 
professors, heads of schools and senior lecturers) has demonstrated that current enrolment numbers 
are within the 20s and 30s at a number of HEIs. Further research is required to determine if this is a 
general trend across the UK. 

In the last decade, there has been greater uptake on developing courses in the area of digital 
forensics and cyber security. UCAS [12] records thirty-one UK higher education institutions (HEIs) 
offering a variety of undergraduate Bachelor’s digital forensic/cyber security based degrees, 
particularly at post-92 universities. Although the number of programmes on offer and number of 
institutions offering such courses has increased there is still no real footing by which the discipline can 
stand on its own. Courses are seen in schools of Computing or Computer Science, Law, Policing, 
Criminology and Digital Technologies due to its cross-disciplinary placement. Authors [16] have tried 
over the years to set the scene for digital forensics as a sole discipline, publishing works to outline 
course structures as evidence for framing what such a degree should look like. Nonetheless, its 
relatively young nature and discourse provides a much larger challenge and area of research within 
the education sector. 

2 METHODOLOGY 
Throughout this study there are a number of approaches used to gather information. In the first 
instance, an updated review of UK course information was identified through the UCAS course search 
tool [12] where a number of courses and characteristics could be outlined. A comparison with previous 
figures was established through literature review. Some university course specifications were readily 
available and provided greater detail. Others provide only module title or short description thus 
reinforcing previous observations that a course name does not define its content or its effectiveness. 
Courses listed within the domain of digital forensics [12] were identified with modules collated per 
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programme and year of study. Details such as core and optional modules and if a placement/sandwich 
year were offered were identified. 

Furthermore, in late 2014, a small study in the form of an online questionnaire was conducted to 
identify the resources, expenses and student numbers of some courses within the United Kingdom. 
The questionnaire was distributed to a number of UK universities listed on UCAS as offering a course 
under the umbrella term “digital forensics”. Initial discussions were made with a number of digital 
forensic academics to obtain their views at the ‘10th Annual Teaching Computer Forensics Workshop’ 
[17]. The main aims were to find out current student numbers, resources (both hard-/software), 
accreditations, resource updates, issues and experiences of running such a programme. CCCU 
application and enrolment data was gathered for as far back as possible to determine our own student 
numbers for comparison. 

The statistical and formative questionnaire was split into three sections to assess programme specific 
information from academic participants. The first section asked for general programme information, 
the second was divided to ask for information relating to laboratories, hard-/software, accreditation and 
staff resources. Finally, the third section asked for general comments.  

Seven academics, ranging from heads of school to senior lecturers, responded from an array of 
institutions. There were many similarities, such as the quantity or specifics of course resources 
available and responses highlighted requirements of such a technology reliant course. This study 
highlighted how further research in this area should include additional mechanisms, for example 
interviews; something the author is currently embarking on. 

3 FINDINGS 
This section will look to cover observations made through active research and a review of literature 
and the experiences of others in areas of programme development, design and delivery. Practical and 
real-life examples and student engagement in this highly technically subject are also considered.  

3.1 Resourcing a Digital Forensics Programme 
Fulfilling the needs of any degree programme can be complex in terms of access, budgeting and 
resourcing. Dedicating computing space to one programme can become a tough task, particularly 
where enrolment numbers are restricted by resources and space is required for multiple uses. In 
computing, a workspace filled with computers is a requirement of the trade. Based on discussions, 
and responses from a number of academics, some methods have been taken to tackle these issues.   

At CCCU the computing team have occupied one of the main computing spaces on campus for 
teaching of digital forensics on a priority basis with 24/7 access. Available are a number of forensic-
specific commercial tools, hardware, network equipment, and digital technologies students have 
grown to expect. Adding to this, a dedicated ‘makerspace’ has been provided for tinkering with 
technologies e.g., working with Internet of Things (IoT) devices, drones and other security-flawed 
devices, building 3D printers and further extracurricular activities. Students have noted how this has 
had a positive impact on their time at university, experience and, for some, their mental well-being and 
sense of belonging [18]. Angelopoulou and Vidalis [19] have “argue[d] that for students to learn 
effectively and in depth, they need to feel as being valued and belonging.” That said, managing 
student expectations is a challenge in itself. At CCCU benefits are seen by students who started 
without these resources, but arguably newly enrolled students are unaware of the improvements as a 
result of this space, to them it is, pre-existing, so continue to demand further resources. To identify 
whether some of these problems are solely related to CCCU, a small-scale study was conducted 
investigating available resources and update schedules within other educational establishments.  

3.1.1 Small-Scale Study Results and Discussion 
Participants of the online questionnaire provided current student figures per annum on digital forensic 
programmes to be between 10 and 50 students. In comparison to many other disciplines, these 
numbers are low. Dissimilar to subjects which strive on a continuous use of the traditional (lecture 
based) teaching method, computing subjects require practical, case based and activity driven lessons 
in combination with theory [16] and are often better suited to lower class numbers. Laboratories have 
a maximum capacity along with a limitation on the number of academic staff available to teach/monitor 
a lab and subject. The combination of both challenges demonstrate properties which reduce the 
number of students who can be enrolled on a course at a time. This could, depending on each 
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institution, require the need to double up on contact time and split up a set of students where the lab 
space is not sufficient.  

Most departments were shown to have between one and four forensic-specific laboratories, each 
holding 24 to 64 computers. Laboratories solely dedicated to digital forensics students were not 
available at all institutions, with many utilised by other departments/programmes, and not all had 24/7 
access. 28.6 percent of participants stated that their students had problems gaining access, mainly 
due to the lack of vacant time during academic tutorial hours and the busy nature of computing 
workspaces. Those who noticed issues reported that solutions were found by creating a themed lab 
(e.g., games, robotics etc.), booking extra unmanned lab time, and development of cloud-based virtual 
environments for further access. Those who found no issues with access to laboratories noted that 
extended access hours had been provided during term time with others maintaining 24 hour electronic 
access to the building. This is something which has been set in place at CCCU for a number of years 
and demonstrates the difficulty in providing and maintaining a dedicated space for forensics within a 
HEI.  

The necessity to keep up-to-date with tools, techniques and trends imposes a number of challenges in 
terms of both student expectations and funds. Of those surveyed, 42.9 percent stated their hardware 
was updated once every three years, with others updating every one to two years. Software on the 
other hand, was updated on a yearly basis by 71.4 percent of respondents. Individuals noted 
utilisation of popular tools within the digital forensics industry such as EnCase, FTK, Autopsy, Kali 
Linux, NetAnalysis and others, many of which were free and open source. 

The study also looked to establish how many staff within each HEI had previous commercial 
experience in digital forensics, to determine if there is a lack of subject knowledge across HE within 
the discipline. Academics who self-identified commercial experience, noted a maximum of three 
people in a department, with some having what they identified as no commercial experience. Although 
a minority of respondents from the community, if this is indicative of the whole community, it could be 
argued that this demonstrates a lack in subject knowledge from a professional viewpoint, depriving 
students of key industry insights. This is, however, dependent on each academics perception of 
commercial experience. Some could consider this to be sought through a number of routes, other than 
working in the professional environment, for example: working with and training law 
enforcement/security services and industry partners.  

3.1.2 Digital Forensic in Academia  
Over the years a small group of academics from the UK have joined forces to share and tackle 
common issues in developing an extensive digital forensics programme. A number of training 
programmes, particularly commercial offerings for law enforcement, have been initiated with much 
greater ease as there are fewer challenges compared to those in education. Some issues surrounding 
delivery and development include:   

• Dedicated laboratory costs and hardware (continuous need to update) 

• License fees for industry specific tools (discounted, although still expensive) 

• Potential to isolate a network (dedicated resources required) 

• A multitude of digital devices with evidential and non-evidential data (needed for a wide range of 
investigative devices) 

• Subject knowledge gathering and staff training costs/wages 

• Small academic community and a lack of willingness to share content 

• Limited number of case studies available; real-life case studies inaccessible due to sensitive 
nature etc. 

• Time costs associated with material creation and development of diverse innovative 
tests/practicals to accompany scenarios  

3.1.3 Digital Forensics Programme Design Discussion 

Within the academic community, research has been conducted on programme design and learning 
techniques, where progression is seen through a number of course outlines and experimental ways of 
delivery and learning [16], [20], [21]. As a rich and distinct discipline facing a number of challenges 
within the education sector, digital forensics programmes should be designed to reflect its wide 
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encompassing values. A programme should deliver both technical/practical and theoretical attributes 
within computing, digital forensics, law, forensic science and cyber security, to provide students with a 
vast range of skillsets and competencies [19]. Students should have a sound understanding of 
forensic principles, methods of “preservation, validation, identification, analysis, interpretation, 
documentation and presentation of digital evidence” [22].  

Some courses have adopted a more technical streak to their course content and delivery, whereas 
others have divided focus on technical and legal foundations. The alignment of a course should 
consider student expectations, student skills on arrival/throughout the course, and the route the course 
aims for graduate employability. During recent years, there has been a shift in what would have been 
traditional computer forensics to cyber and computer security due to recent high-profile events. This 
goes someway to addressing the topics a course requires in order to keep up-to-date and relevant. 
There have been a number of developments including mobile and cloud based technologies, as well 
as advanced topical modules in technology, innovation and ethical principles found in later years of 
student study. Such modules provide the chance to include contemporary research, current issues 
and technology. Although these can be tough to implement, lengthy to develop and a costly task. The 
author believes these cannot be reduced to one module a year to define a digital forensics course.   

Analysis of data collected on modules across UK courses was conducted to discover the most crucial 
topics included in current programmes. A paper titled ‘Digital Forensic Trends and Future’ [23], which 
looks at journal papers from 2008 to 2013, was used as a comparable source. The authors analysed 
for keywords “to obtain a view of recent interest in the arena of digital forensics”, where they were able 
to determine keywords such as ‘Computer Forensics’, ‘Mobile Device Forensics’, ‘Network Forensics’, 
‘Database Forensics’, ‘Multimedia Forensics’, ‘Cloud Forensics’ and ‘Other’  [23]. Similarly, this paper 
takes these broad categories and extends this search to modules listed within courses in the UK with 
results found in Table 2. One consideration to be made is that duplicate entries may exist due to 
modules being counted per programme as opposed to per institution. For example, where a HEI has a 
number of courses with the same module; these are counted accordingly. 

Table 2.  Keyword Search in Course Modules across the UK. 

Category Keyword Count Category Keyword Count 

Security 82 Computer Forensics 18 

Network 79 Mobile 15 

Database 33 Cloud 5 

Digital Forensics 24   

Above are only a few categories which could be identified using the module titles, and are broad 
descriptions. For example, computer/digital forensics could be broken down even further into ‘the 
knowledge’ and the ‘the technical’, yet without specific curriculum content details this is an infeasible 
task.  

3.2 Using Technology in a Technologically-Driven Subject 
When delivering a course of technological content to a number of students, one must consider the 
different learning styles and speeds at which individuals learn. This is something which has to be 
considered for any topic, however within computing, this point is ever more stressed by the use and 
need for technological devices to stimulate and develop knowledge. For instance, a digital forensics 
student needs to know and understand the technical aspects of digital devices, and have the knowhow 
and ability to reverse engineer tech-heavy problems. So, not only do the students have to use the 
technology and learn through its use, they need to understand its capabilities and the how/why to a 
much greater extent than other students. 

3.2.1 Learning through Real-life Case Studies and the Associated Problems 

Learning in such a technologically rich subject is a challenging and always adapting scene; yet, the 
basic principles of digital forensics have not changed through the disciplines evolution and must still 
be incorporated within the curriculum. Students should gain an understanding of necessary 
foundational knowledge within computing as well as forensics, where a balance is found to gain an 
insight of the expertise expected of a practitioner, particularly in areas such as report writing, witness 
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statements and in some cases, courtroom scenarios. Furthermore, it has been noted by authors [24]–
[26] that learning within the discipline requires the use of realistic content and case studies. These 
requirements pose a number of problems, such as: 

• Limited case studies available 

• No widespread mechanism to share content and case studies 

• No easy way for industry partners to share cases due to no easy way to anonymise sensitive 
and confidential data  

• Identical case studies used for multiple cohorts of students 

• Further potential for plagiarism between students (current and previous) due to a lack of real-life 
examples and individual questions, tasks and practicals 

• Time costs associated with the creation and development of innovative case studies, 
data/report contents, professional experience based tests and practicals to accompany 
scenarios 

With no set tool for the development of course case studies, an academic has to set up a machine, 
think of a real life scenario (changing the content to something which is not illicit e.g., replacing images 
with permitted ones), plant evidence on the machine (this involves a number of methods/processes, 
data and time), make a bit-for-bit copy the machine to provide a file for students to analyse, and then 
create a bank of questions and/or a specific assessment tasks. This is a timely duty for which a 
number of challenges arise in ensuring students are assessed and taught with a real-life digital 
forensics approach. In essence, the requirement for academics (for task creation) and students (for 
evaluation) to think like a criminal, albeit ethically, is a challenge. The forever-developing nature of 
criminal activities and the notion of being ‘one step behind’ adds challenges to the development of 
original and ‘clean’ cases which are lifelike. 

Hype is placed around buzzwords such as cyber security, a distinct discipline of its own, although with 
crossovers to digital forensics. Society’s reliance on technology, and aforementioned examples, has 
given rise to a mass of data, be it cloud based storage, disk drives, data centres, network packets or 
malicious attacks. The high impact these have as evidence is seen in all walks of a criminal and civil 
investigation. When a suspect commits a crime, whether carried out using a digital device or not, their 
phone(s), laptop(s), tablet, smart watch etc., will be seized and examined. In the past, it would have 
been unusual for industry professionals to have nearing twenty devices to examine for one case; this 
is now likely but irreplicable in the development of course materials within education. This can be due 
to costs such as resources (per example case) and time required to produce all digital data (for each 
device) as well as all associated tasks and materials.    

Although a tool is yet to be available and “the lack of readily available data sets has … been 
problematic” [27], there are banks of available disk images/case studies which can be found through a 
number of individuals and organisations online [28]–[30]. Usability of these still poses challenges with 
student plagiarism and reuse of tasks for assessments [24]. Lallie [24] notes that some of these issues 
can be tackled through innovative ideas such as practical components to test student knowledge and 
further develop their analytical skills. This challenge is something that, as the curricula and discipline 
continues to evolve will need to be addressed. 

3.2.2 Student Learning and Engagement 

Learning the abilities of a digital forensics practitioner is not all based on one’s technical skills but also 
one’s soft skills. Enthusiasm for the subject, technology, learning and the profession itself are key to 
studying and becoming a practitioner where a willingness to tinker with technology is also a must. 
Over the years, technology in education has become an extremely important learning mechanism: 
preparing students for future careers, diversifying learning, providing real-world problems, and 
providing an instant access to a breadth of materials/data just to name a few. Such technology can 
also be seen as a hindrance due to its instant and responsive demand and its ability to influence a 
perceived positive correlation “between academic procrastination and mobile phone addiction” [31].  

Problems are also observed in relation to the spoon-feeding nature of many students towards 
learning; arguably, a problem being faced by some HEIs. Particularly in the UK, students are used to 
processes in schools, sixth forms and colleges where learning is more knowledge transfer than self-
directed study [32] whereas, learning in higher education is very different. While some lecture based 
content is teacher-centric, much training and education in digital forensics leans to hands-on practical 
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sessions and student-centric learning. Learning is an experience and also an experiment; as 
engagement levels decrease, and the discipline becomes sought after the tendency to teach in the 
traditional ways have no doubt moved aside with new methods. Problem Based Learning (PBL) [33] or 
Game Based Learning (GBL) [34], for example, provide inclusive learning and assessment strategies. 
Largely due to its use of scenarios and case study driven examples, PBL within digital forensics would 
benefit from the development of a case study generation tool to aid in the development of required 
educational materials. 

4 FUTURE RESEARCH 
Future research should look to discover a well-defined ontology within digital forensics education. 
Digital forensics as an investigation somewhat follows an ontology and should be used as a 
comparison [35] alongside works such as computing benchmark statements and curricula guidance 
[36]. Recent works such as GCHQ’s efforts for certifying cyber security courses [37], [38] and the 
Forensic Science Regulator’s efforts to validate digital forensics in compliance with ISO17025 [39] 
should additionally be considered, critiqued and assessed. These works have shown promise in 
areas, nevertheless they arguably demonstrate a number of flaws and potential for bias.  This paper is 
not implying every course should be identical in content and summary. A framework needs to identify 
quality, quantity and expectations of a niche discipline to be able to deliver and train/educate an 
effective digital forensics practitioner. 

Currently there are no precise approaches to measuring the effectiveness of education or training 
within digital forensics. Many courses look to adopt learning styles such as Bloom’s Taxonomy, Kolb’s 
Experiential Learning and ADDIE to align course content [40], however, measuring the effectiveness 
of a course is more complex. There are a number of training courses within digital forensics which use 
Kirkpatrick’s training evaluation model to accomplish this [41], [42]. The model uses four levels 
(reaction, learning, behaviour, and result) [43] to evaluate overall enjoyment/usefulness, knowledge 
acquisition, performance, and results for the wider community. Arguably, within education, there is no 
real way to measure a degree programme’s effectiveness. The use of the National Students Survey 
(NSS), University Student Surveys (USS) and the Destination Leavers Survey (DLHE) can be used to 
identify if students are satisfied with their course and whether leavers are employed in graduate level 
domain-specific roles. Although this does not truly tell us whether or not, and how, effective each HEIs 
course and curricula are. There is a lack of narrative in this arena, something which is being 
approached by this author in further work with the use of interviews. 

A framework, should include ideals from such narratives and also look at identifying mechanisms 
which can be used to determine identifiable measures of, and should not solely rely on university 
rankings to determine, the ability and effectiveness of a course.  

5 CONCLUSION 
This paper has reviewed an extensively- technical set of resources, examined student expectations 
and industry collaboration which has allowed it to highlight areas for improvement. Given the 
challenges of fast-paced change and time consuming resource development processes, changes 
have been suggested to help ensure the effectiveness of education and training. Placing the degree 
programme within HEIs is also problematic and inconsistent, something further works will look to 
address. The greatest challenge facing HEIs is production of quality resources and case studies, 
highlighting a need for an automated tool.  Such a tool would greatly aid the learning process. 
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