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Abstract 
In today’s increasingly digitized workplace, individual and organizational computer and digital security 
literacy has become as important as computer application software literacy. Current research indicates 
that an organization’s staff tend to expect consequences for poor IT habits in the workplace to be 
mitigated by the IT department, rather than staff taking proactive responsibility for poor IT habits. This 
lack of workplace IT literacy has contributed to “record years” of security challenges and security 
breaches, with each succeeding year surpassing the last. Organizations, no less than individuals, 
need familiarity and compliance with digital security best practices.  

While the unemployment rate for potential employees with IT skills as of May 2018 is under 2% in the 
U.S., the unemployment rate for potential employees with cybersecurity skills is 0% as of February 
2019. In addition to the competition for qualified employees, government organizations have various 
hiring filters that may screen-out otherwise qualified persons, further complicating their hiring efforts. 
With the increasing demand for workplace cybersecurity skills, cyber “units” focus on prevention, 
maintenance, and deterrence of cyber security breaches of infrastructure, proprietary information, and 
political discord. These units are becoming an increasingly integral component in business and nation-
state governments. Rather than developing separate, distinct, and potentially confusing additional 
certifications, the U.S. Department of Defense (DoD) established staff position requirements based on 
existing vendor and vendor-neutral information assurance (IA) and cybersecurity professional 
certifications. DoD Policy Directive 8570 (2004) and Policy Directive 8140 (2015) address mandatory 
requirements for relevant DoD staff, contracted civilian employees, and liaison personnel. Given the 
size of the DoD, this has created a de facto “ripple effect” throughout the U.S. cybersecurity 
employment market. Organizations (contractor, state, and local) that do not have a similar policy find 
themselves in compliance with it - just in case they find they need to interface with the DoD at some 
point. Other human resources departments could easily use a similar technique, gauge new 
applicants’ qualifications using a checklist of required vendor and vendor-neutral security certifications 
as a minimum baseline for relevant positions. 

The purpose of this paper is to suggest that understanding an IA policy, such as the U.S. DoD's, with 
established structure and requirements for all IA personnel may be of value for individuals, 
establishing exactly what credentials the organization is seeking, and for organizations and 
governments seeking to find qualified job candidates for those positions. 

Keywords: education, information technology, organizational policy, security certifications, cyber 
security, network security, workplace competencies, workplace demand.  

1 INTRODUCTION 
From an organizational standpoint, effective personal digital security is rapidly becoming as important 
as office application software literacy for the average employee [1]. In 2017 we find that the financial 
loss from cybercrime in the U.S. exceeded $1.4 billion in 2016, a rise of 24% from 2015. Further, while 
approximately 15% of such crime is reported, the actual amount of increase is likely much higher [2]. 
“Ransomware” – a term first used in 2005 was just included in Merriam-Webster’s online dictionary in 
September 2017 [3].  

In the current environment of increasing use of and dependence on the internet, risky end-user 
security behavior has the potential to expose people and organizations to vulnerabilities and basic 
computer security risks. The availability of security tools such as firewalls, malware, and virus 
scanners, designed to aid users and organizations in defending themselves against online threats 
cannot by themselves stop users engaging in risky behavior in the context of a browser-based 
environment – which is increasingly the norm in today’s world. This indicates a need to recognize the 
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problem of the current behavior of end-users, and to educate them regarding the security implications 
of their actions online [4].  

1.1 The digital security problem 
The rise of Internet use in the last 20 years, though it has benefited society greatly overall, has also 
brought new ways to defraud, scam, rob, and so forth. Network fraud has grown as the Internet has 
become popular [5]. The Internet Crime Complaint Center (IC3) in their 2016 Internet Crime Report 
found that the increase in cyber complaints from 2015 to 2016 was 24% [2]. The IC3 report states that 
the top four categories of offenses reported to law enforcement during 2016 were:  

• Business Email Compromise (BEC, various types of phishing/social engineering),  

• Ransomware (delivered through phishing and remote desktop deployment/social engineering),  
• Tech Support Fraud (phishing/social engineering), and  

• Extortion (including Denial of Service attacks, hitman schemes, sextortion, government 
impersonation schemes, loan schemes, and high-profile data breaches) [2].  

The report data reveals that there has been a shift from more sophisticated attacks on organization 
security systems to the use of phishing and social engineering which require much less technical skill 
and increasingly target end-users.  

1.2 Organizational digital security concerns 
Any person or organization using digital technology (e.g., computer, cell/smartphone, and anything in 
between) should care about digital security because cyber attackers can not only access the 
information (personal, organizational, and financial) stored on a device but also they can use the 
device to send faked/forged messages and launch attacks on other devices. Arian [6] defines 
computer security as the process of preventing and/or detecting unauthorized use of your computer. 
With increasing software complexities, it is becoming more difficult to completely secure digital 
devices/systems against vulnerabilities. Unless one is educated about this, the typical end-user has 
limited awareness of how to protect themselves; moreover, they do not know how to use proper 
settings (or “least privileged user account”) for the software programs so that an attacker cannot use 
them to access their computer [7].  

Further substantiating that employees do not simply “pick up” good PC end user habits before they 
enter the workforce, Cisco’s 2011 Annual Security Report found that about one in four college 
students and employees experiences identity theft before the age of 30. The following findings provide 
insight into the frequency of identity theft among this generation [8]:  

• Adhering to IT policies. Seventy percent of employees admitted to breaking policy with varying 
regularity. This included the belief that they (employees) were not doing anything wrong, a 
perceived need to access unauthorized programs and applications to get their job done, a 
perception that the policies are not enforced, they do not have time to think about policies when 
they are working, adhering to the policies is not convenient, they forget to do so, or their bosses 
aren't watching them. A staggering sixty-one percent reported believing they are not responsible 
for protecting information and devices, believing instead that IT and/or service providers are 
accountable.  

• Risky behavior. Fifty-six percent of employees surveyed reported they have allowed others 
including family, friends, coworkers, and people they did not know use their computers without 
supervision. Eighty-six percent of college students – who are the next new employees - were 
more likely than current employees to engage in risky online behavior such as allowing others to 
use their computer unsupervised, leaving personal belongings and devices unattended in public 
while getting something to eat or drink at a cafe or going to the restroom, asking a neighbor for 
access to a computer or the Internet or accessing a neighbor's wireless connection without 
permission. 

1.3 IT management: end user digital security concerns 
The digital generation gap is not just an individual issue, it’s also an issue for organizational IT 
management. According to Cisco’s annual security survey [8], which included 2,800 young adults and 
employed white collar employees across 14 countries, 7 out of 10 young employees frequently ignore 
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IT policies, and 3 out of 5 employees believe they are not responsible for protecting information and 
devices, believing instead that IT and service providers are accountable.  

Of those who were aware of IT policies, 7 out of every 10 employees worldwide admitted to breaking 
policy with varying regularity. Among many reasons the most common one was the belief that 
employees were not doing anything wrong (33%). 1 in 5 cited the need to access unauthorized programs 
and applications to get their job done, while 19% admitted the policies are not enforced [1]. Employees 
may have been careless about following rules in the past, but fallout from those attitudes was buffered 
by the organization’s IT department’s tight control over the infrastructure. Previously, Facebook, 
Google+, smartphones, Twitter, etc., were not available to be turned into a security vulnerability. Dan 
Lichter, Director of Systems and Networks Infrastructure at Saint Xavier University, reports that college 
students immediately begin deploying ad hoc, unapproved network devices in the college dorms with no 
regard for the implications of what they are doing; yet, they complain loudly and frequently until the 
problems caused by their actions are fixed, representing a major drain on his resources [1] [9].  

Further, we are seeing substantial increases in the modes of attack on corporate networks shifting 
away from mass probing of large numbers of computers/digital devices to social engineering thrusts 
targeted at particular individuals. A person who is active on social networking sites can unwittingly 
divulge where they work or what they know and will be noticed and targeted. Hackers can use them to 
gain entry into the system and work their way up to more senior people and parts of the network 
containing sensitive information [1] [10].  

The cybersecurity problem is as least as bad for nation-states as it is for individuals. In addition to all 
the causes that an individual or non-governmental organization may be attacked, the same and 
additional reasons apply for governmental organizations, see Fig. 1.  

 
Fig. 1: Significant Cyber Incidents [11].  

Significant Cyber Incidents (Fig.1) are based on publicly available information on cyber espionage, 
and on cyber warfare, excluding cybercrime. Long-running espionage campaigns were treated as 
single events for the purposes of incident totals. Tallies are partial as some states conceal incidents 
while others fail to detect them [11]. We are increasingly seeing nation-states as well as larger 
organizations, create cyber-security/hacking “units” for the express purpose of penetrating foreign 
organizations. Russia has several units” that appear to focus on enhancing political discord in other 
countries. China appears to have several “units” that focus on penetrating other country’s 
infrastructures. North Korea appears to have several “units” that focus of theft of proprietary 
information in order to generate funds.  

One of the largest governmental organizations in the world, the U.S. DoD, found repeatedly that many 
passwords took seconds to guess, or were never changed from their factory settings and that cyber 
vulnerabilities which were known were never fixed. These are two common problems plaguing some 
of the DoD's newest weapons systems, according to the Government Accountability Office [12]. 
Further, the DoD, like government organizations everywhere, is under pressure to “fight back”. U.S. 
Government hackers will now have greater latitude to deter and answer attacks - which means hiring 
demand is going to increase even further [13].  
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The Pentagon (DoD) has quietly empowered the U.S. Cyber Command to take a far more aggressive 
approach to defending the nation against cyberattacks. The U.S. Cyber Command was created partly 
in response to a Russian hacking attack that long predated the 2016 election. In the fall of 2008, 
Russian intelligence agencies penetrated SIPRNet, the Pentagon’s secret internal network; that led to 
a rush to consolidate several cyber programs into a command. The Chinese, meanwhile, were 
stealing weapons designs, including blueprints for the F-35, America’s most expensive fighter jet.  
Cyber Command was placed at Fort Meade, Md., home of the National Security Agency (NSA), but it 
has been criticized for being far too dependent on the NSA.’s hacking skills. A decade later, it is under 
new command, led by Gen. Paul Nakasone. He was a junior officer in the command’s early days and 
was deeply involved in one of its first big classified projects, “Nitro Zeus”: the plan to use cyber tools, 
among other things, to take down Iran’s air defenses, communications systems and power grid if a 
conflict broke out [14].  

A recent U.S. Navy review (14 March 2019), another part of DoD, underscored long-known cyber 
threats from Russia and China and other nation-states that have plagued the U.S. Government and its 
contractors for more than a decade.  The review disclosed there were “several significant” breaches of 
classified Navy systems and that “massive amounts” of national security data have been stolen. In 
addition, the report laid out a number of recommendations to reduce cyber vulnerabilities across the 
Navy and make cybersecurity a higher priority [15] [16]. 

2 THE DEMAND FOR CYBERSECURITY SKILLS 

2.1 Demand in the workplace 
The ISACA "State of Cybersecurity 2018" report found that staffing demands were greatest at the 
individual level -- technicians such as security engineers and information security analysts -- rather 
than at the security management or executive level. According to 25% of those surveyed, on average, 
it took three months to fill security jobs  while 26% of respondents reported timeframes of at least six 
months or longer to hire for open security positions [17]. At the same time there are approximately one 
million open cybersecurity job positions in the U.S., the unemployment rate in that same cybersecurity 
field is 0%. This is good news for applicants but bad news for organizations attempting to hire 
individuals with the necessary skills. Further, the need for cybersecurity professionals is growing—job 
openings are projected to hit 1.5 million by 2019 [18]. 

Breaches, like the summer 2016 attacks on the Democratic National Committee or the more recent 
ones occurring on a monthly basis are fueling the demand. Similar stories have made the public sector 
a particular area of hiring focus; the U.S. Department of Homeland Security (DHS) received clearance 
to hire 1,000 new cybersecurity experts in 2018 [19]. Furthermore, thousands of information-security 
jobs are going unfilled as the industry in the U.S. struggles with a shortage of properly trained 
professionals. The current demand for cybersecurity workers is outpacing supply by so much that a 
2017 report by consultants Frost & Sullivan forecasts that by 2022 North America will have 265,000 
more data-security jobs than skilled workers. See Figures 2 and 3. 

 
Fig. 2: Current Cybersecurity Staffing & Level of Risk Caused by Staff Shortage [20]. 
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Fig. 3: Cybersecurity Skills Crises [21]. 

As an example, the DHS is seeking qualified candidates to fulfill mission-critical job openings within 
Cyber, IT, Acquisition, and Human Resources. DHS plans to make hundreds of conditional, on the 
spot job, offers to fill mission-critical roles. DHS’s workforce is committed to assuring the security, 
resiliency, and reliability of the Nation’s IT and communications infrastructure.  

In addition to the hiring obstacles found by any organization, DoD hiring includes prerequisites that 
screen out potential qualified applicants. While salaries for grades GS-09 through GS-15 in the DC 
Metro area range from $53,435 to $160,300, candidates must be U.S. citizens and able to 
obtain/maintain a Secret up to a Top Secret/SCI security clearance based upon position requirements 
[22]. 

3 CERTIFICATIONS 

3.1 Information technology security certifications 
As previously discussed, the demand for cyber security professionals is rising as the incidence of 
cybercrime and security breaches increases. Skill desirability has been repeatedly analyzed. In 
addition to “soft” skills, a set of "hard" skills emerged across all categories: certifications, experience, 
qualifications, and technical expertise. Specific technical skills are also required, although the exact 
nature of these will vary according to the requirements of each role [23]. See Figure 4.  

 
Fig. 4: Most Important Qualifications for Employment [23]. 
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Issuing professional certifications or diplomas is not a novel idea. For example, medical, legal, 
accounting, teaching, and many other professions require not only an in-depth education, but also 
documentary evidence (i.e., certification) of some acquired skill or expertise. Commenting on the 
importance of certifications, Cox and McKillip state that certification is a means to remain current, vital, 
and competitive. Thus, certifications are opportune benchmarks which differentiate professionals or 
experts from laypeople [24].   

Currently, entire degrees are available in the major sub-fields of IT. Especially within the non-
programming fields interested parties may obtain voluntary professional certifications (i.e., IT industry 
certifications) which are indicators of professional skill [24].  In addition, a number of two- and four-
year institutions have formed partnerships with the Cisco, CompTIA, and Microsoft organizations; 
which together dominate the issuance of IT industry certifications [1].   

4 U.S. DEPARTMENT OF DEFENSE GOVERNMENT POLICY 
As organizations are increasingly requiring their members to undergo annual or semi-annual PC or 
web-based ethical and security awareness training, the DoD made the decision in 2004 to align their 
IA/cybersecurity hiring needs with “benchmark” cybersecurity certifications, both vendor and vendor-
neutral.  

Rather than constantly play “catch-up” with the constantly changing IT and cybersecurity fields, the 
DoD identified key civilian cybersecurity certifications all IA classified employees would have to earn 
and then maintain through ongoing professional education requirements – to be monitored by the 
credentialing organization. The computer security certifications are regularly updated to reflect current 
digital device security issues and skills, including the increase in phishing, social media, and 
ransomware attacks.  

5 SOLUTION 

5.1 Solution: DoD Directive 8570 and DoD Directive 8140 
Prior to the release of the IBM personal computer standard in 1981, personal computers were 
advertised by what programs they were capable of running. There was a wide variety of computer 
“types” being manufactured. There was no guarantee that two personal computers by two different 
manufacturers would be able to run the same program. After IBM began producing personal 
computers, the “IBM PC” standard rapidly became the standard for all similar hardware and software 
manufacturers. The term "IBM PC-compatible" or simply "PC-compatible", entered the common 
lexicon [25]. Similarly to the lack of PC standardization in1980, in 2004 there were literally hundreds of 
IT certifications of varying quality. DoD published Policy Directive 8570 to designate which 
certifications were considered relevant to DoD’s needs, and for which positions.  

DoD Directive 8570 was signed into existence in 2004. First, they published a policy, and then they 
released a manual. The policy was only five pages and outlined what needed to be done to train their 
information professionals. In 2005, the DoD released the 96-page 8570 manual, which filled in the 
details about the information security training framework, position requirements, and experience levels 
[26].  

The new DoD Directive 8140 policy has already been published, and it can be ascertained that the 
government has become more comfortable with then-nascent technology and that the types of 
certifications available to professionals have expanded. In particular, certifications have started 
emphasizing hands-on experience. The training framework in the DoD Directive 8140 manual will be 
based on the National Initiative for Cybersecurity Education (NICE) framework, which emphasizes 
hands-on (or “live fire”) training, and assigns actual tasks that could be a better determination as to 
whether someone is qualified to handle real-world scenarios. In addition to hands-on training, 8140 
breaks the required skills for applicable jobs into seven basic categories: security provision, operate 
and maintain, protect and defend, analyze, collect and operate, oversee and govern, and investigate.  
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Fig. 5: DoD Approved 8570 Certifications [26].  

Figure 5 provides a list of DoD approved IA baseline certifications aligned to each category and level 
of the IA Workforce. Personnel performing IA functions must obtain one of the certifications required 
for their position, category/specialty, and level to fulfill the IA baseline certification requirement. Most 
IA levels within a category or specialty have more than one approved certification and a certification 
may apply to more than one level. The list was last updated on 25 January 2013.  

An individual needs to obtain only one of the "approved certifications" for his or her IA category or 
specialty and level to meet the minimum requirement. For example, an individual in an IAT Level II 
position could obtain any one of the four certifications listed in the IAT Level II cell.  

Higher level IAT and IAM certifications satisfy lower level requirements. Certifications listed in Level II 
or III cells can be used to qualify for Level I. However, Level I certifications cannot be used for Level II 
or III unless the certification is also listed in the Level II or III cell [26]. For example:  

• The A+ or Network+ certification qualify only for Technical Level I and cannot be used for 
Technical Level II positions. 

• The System Security Certified Practitioner (SSCP) certification qualifies for both Technical Level 
I and Technical Level II. If the individual holding this certification moved from an IAT Level I to 
an IAT Level II position, he or she would not have to take a new certification. 

6 CONCLUSION 
For the past few years, every year has been a “record year” for security challenges/security breaches, 
only to be surpassed by the following year. Increasingly, nation-states and organizations with the 
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necessary resources are creating “units” or sub-organizations with a cybersecurity/hacking “focus” on 
other nation-states. “Units” with a focus on creating cyber security breaches of infrastructure, 
proprietary information, and political discord are increasingly finding themselves part of each nation-
state’s organization. Beginning with end-user education, training and annual or semi-annual PC-based 
ethical and security awareness training, organizations may wish to consider formally emulating the 
DoD’s policy for their staff, contracted civilian employees, and liaisons with other organizations that 
are involved in IA. Building on civilian vendor security certifications, an approved list updated regularly, 
of required vendor and vendor-neutral security certifications can provide a minimum baseline of staff 
training and expertise to help combat the surge in phishing, social media, and ransomware attacks.  

The purpose of this paper is twofold: 1., to suggest that an IA policy with established requirements for 
all IA-related personnel based on existing vendor and vendor-neutral information security certifications 
could be of value for organizations around the world, and 2., persons who understand the implications 
of DoD Directives 8570 and 8140 will be more effective in complying with U.S. Government policy and 
joining Dod or an affiliated organization.  
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