
AN APPLICATION TO AUTOMATE THE CONFIGURATION 
MANAGEMENT AND ASSESSMENT OF PRACTICALLY BASED 

LEARNING OUTCOMES IN COMPUTER NETWORKING 
Neville Palmer, Warren Earle, Jomo Batola, Barrie Almond 

Solent University (UNITED KINGDOM) 

Abstract 
Various challenges, particularly in configuration management, are faced in the running of two dedicated 
networking laboratories on a computer networking degree program. There is a need to assess the 
practical learning outcomes of a large number of students using these laboratories across a range of 
taught modules with diverse requirements. The functional requirements of an application to automate 
the configuration and assessment of scenarios involving real and simulated multi-vendor network 
devices and operating systems were defined previously. It was mandatory that this application be able 
to assess the practical outcomes of laboratory work. Such an application, based on the formulation of 
appropriate model templates, has now been developed and tested. From this work it has been possible 
to demonstrate that the assessment of practically based learning outcomes can be effectively automated 
and accurate results produced, thus reducing the overall assessment workload time and timeliness of 
feedback to students. This paper presents the solution developed to assist with the configuration and 
assessment process, discusses the results obtained and reviews the development issues and 
challenges.  

Keywords: Computer Networking, Laboratory, Automation, Configuration Management, Assessment, 
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1 INTRODUCTION 
Embedding employability in the curriculum and the increasing importance in the UK of apprenticeship 
degrees has presented the need to review the expectations of business and industry with regard to 
Higher Education [1]. In the subject of computer networking, often classified as an engineering related 
discipline [2], as well as possessing knowledge of technology and theory, employers expect students to 
demonstrate procedural knowledge, understand system thinking as well as exhibit analytical and 
problem solving skills. Engineering is a profession where practical discipline is key and many graduates 
may not perhaps be involved in researching new technologies, but they may however be involved in the 
design and management of new systems incorporating multivariate technologies. Thus, from an 
educational perspective the use of an instructional laboratory for students to learn things that practicing 
engineers already know is recommended. Furthermore, when learning by doing students can 
consolidate both theory and practical knowledge into an engineering mindset and meet the expectations 
of their profession. Laboratories are instrumental in the teaching and learning strategies required to 
develop engineering skills [3]. Certainly in the case of computer networking the management of shared 
laboratory resources and the assessment of the practical outcomes of laboratory work can be 
challenging [4], in particular for a learning strategy that promotes the development of incremental skills 
through formative assessment. The methods for managing shared laboratory resources, the issues and 
techniques involved in assessing practical outcomes were discussed in a previous paper by one of the 
authors [5] .  

In this early part of the 21st century students enter higher education primarily to find employment and, 
with a view to enhancing their added value to prospective employers, they are increasingly aware of the 
need to acquire real world skills beyond education [6]. Thus, teaching providers must formulate learning 
outcomes that reflect the nature of these skills and methods of assessment that are constructively 
aligned to them, while particularly in engineering subjects encouraging students to design solutions to 
problems for themselves rather than merely following instructions [7].  

Whilst more traditional means of assessment, perhaps in the form of written and online examinations or 
reports, retain some learning relevance, assessing  procedural knowledge directly through  practical 
learning outcomes may be more challenging [ref].While some assessment options may include written 
reports that require students to reflect on evidence of their learning or to produce well-evidenced 
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solutions for practical implementation of case studies, other methods that measure outcomes directly 
are possible.  

Students need to have confidence in an assessment mechanism that delivers consistency and timely 
feedback as well as being aligned to the learning outcomes. They would also benefit from regular 
feedback on their progress that is not time consuming to manage for their tutor, in particular for large 
groups. When practical learning outcomes are desirable for certain modules of study then it should be 
possible to monitor student learning progress by assessing the outcomes of practical work, either on a 
regular basis through formative assessment tasks or in the form of practical skills-based  exercises or 
Time Constrained Assignments (TCA). However the methods of providing this ideal are often time 
consuming. Firstly the laboratory environment must be configured for each practical exercise specifically 
and once completed the outcomes of the exercise assessed according to pre-defined criteria. Evidence 
of completed tasks is required as part of the assessment moderation process, in compliance with the 
quality assurance policy. The use of information systems is seen as important in providing improved 
assessment practice and efficiency savings in staff time [6]. Some form of automation might improve 
the process. 

Thus, to automate the setup of the laboratory environment a configuration management system was 
devised that automates some of the processes necessary for managing and maintaining a computer 
networking laboratory [8]. The system is an in house application that marshals third party applications 
and PowerShell scripts to manage the laboratory. As part of the teaching, various operating systems 
are used on the laboratory computers and they are provisioned as virtual machines. They can be 
patched to a number of Cisco network devices to simulate business networks and Westermo devices to 
simulate industrial networks using real equipment. The laboratory computers can either be completely 
re-imaged using Symantec Ghost or the virtual machines resident on them can be re-cloned from a 
master copy. The application allows not only new teaching resources to be copied to and from laboratory 
computers, but also to configure a folder containing a practical exercise that might form part of a 
formative or summative assessment of practical outcomes.  

The task of marking this work might be undertaken manually by comparing student work with a known 
working solution. The student work would take the form of configuration information taken from the 
systems or devices used in the TCA as most systems can output some form of information in text form. 
By examining the content of the configuration information supplied by the student the assessor can work 
out the extent to which the student has achieved the outcomes of the assessment. If the exercise were 
performed in a Cisco simulation environment called Packet Tracer then the comparison could be 
automated using their proprietary Activity Wizard [9]. However, if real equipment or different systems or 
devices from multivariate vendors were to be used this would not be possible. Thus, it would be 
beneficial to have a more universal mechanism that automated the assessment of student work from 
any source. The application would need to mirror the procedures that the assessor would follow if they 
were marking the assessment manually. It would also need to calculate a level of performance 
achievement and to provide feedback similar to that provided by the assessor. 

An application that would enable the configuration of the environment for a practical exercise, to extract 
the completed work from this and to assess the extent to which the practical outcomes of the exercise 
have been achieved was proposed [10] . The assessment mechanism should align with the current 
manual practices. The procedure for designing and assessing a typical practical exercise was identified 
as follows: 

i) Design & document practical exercise 
ii) Work out solutions 
iii) Implement and test the exercise 
iv) Deploy the exercise in the laboratory 
v) Students complete the exercise 
vi) Assessor compares student work with the working solution 
vii) Number of successfully completed tasks from total used to determine overall mark, accounting 

for any weightings for each task. 

The new automated system would need to assist with some aspects of this practice by providing the 
tools necessary for deployment of practical exercises, extraction of completed work and automation of 
at least some aspects of the assessment. 
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2 PROPOSED SYSTEM 

2.1 Requirements 
The requirements for an application to perform some of these configuration management functions and 
to automate the assessment of practical learning outcomes were identified from the characteristics of 
laboratory assessment practices and the observations made from the current processes [10]. The new 
system must be capable of assessing both practical TCAs and the outcomes of practical work on a 
regular basis. The proposed application requirements set are that it: 

i) must be capable of assessing both practical TCAs and the outcomes of practical work; 
ii) must be capable of assessing the practical outcomes of students work on computers and 

networking devices; 
iii) must be capable of operating with real equipment, virtual machines or real world capable 

applications; 
iv) must allow pre-configuration of the laboratory environment; 
v) must be able to read configuration information remotely from computers and networking devices 

in order to facilitate assessment; 
vi) must allow the assessor to configure a template to allow retrieved information to be compared 

against practical outcomes defined in assessment criteria; 
vii) must allow the assessor to define assessment criteria and feedback comments for each practical 

task; 
viii) must be capable of automatically assessing the outcomes of practical work by parsing the 

configuration information. 
ix) must generate feedback for students based on their performance in each part of the assessment; 
x) must allow commands and scripts to be run remotely on computers in the laboratory. 

2.2 Discussion 
The application must be able to extract configuration information from various types of networking 
device, computers and operating systems, whether real or virtual, students may be working on. They 
may  include equipment capable of exporting configuration files from devices within network simulators 
like GNS3 and Cisco Packet Tracer [9], [11]. Since the tasks being performed during practical TCAs are 
similar to those during laboratory sessions, the assessment of these tasks, whether for providing 
formative or summative feedback, would benefit from automation to reduce the time required for this 
process.   

The system must be able to manage the configuration of the laboratory environment for practical 
exercises, for example uploading files necessary for a TCA to the laboratory computers and it must also 
be able to read configuration information from devices and computers at the end of an exercise or TCA, 
as well as extracting the necessary data. However this may also involve other basic management 
facilities such as permitting access to folders at the start of the exercise and monitoring progress during 
an exercise. The configuration information retrieved from the laboratory devices or systems would need 
to be assessed against a template that reflects intended outcomes, which should allow the extent to 
which a student has met the objectives of a particular exercise to be defined. This could be derived from 
configuration information matching the required solutions. Comments can be incorporated in the 
feedback generated by the application that can be provided for students to inform them of areas in which 
they have either succeeded in completing or not achieved. The system should then generate an overall 
mark from the number of tasks completed correctly from the total number of tasks, accounting for any 
weightings applied to each task. A further requirement was added to the original specification to allow 
commands and scripts to be run remotely on devices and computers in the laboratory so that for example 
the computers and devices can be monitored to ensure that each student has exported their 
configuration files to the correct folder during an exercise. 

3 SYSTEM DESIGN AND IMPLEMENTATION 
Output from a practical exercise is compared to a template that contains the patterns for a correct 
solution to the given tasks. For example if part of a practical exercise required a network device or a 
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computer to perform a particular function one would expect to see certain command patterns in the 
router configuration file matching the expectations of that function. However there may be variables that 
may differ between devices or systems, for example a name or address that may be unique within a 
particular exercise, or in this case between different students. The variables could be stipulated in the 
instructions for a practical exercise, but one must consider that a student might misspell the variable 
name or use one of their own choosing. Should the target system still function as it should then the 
learning outcome would be met. Thus, any assessment system must account for these variations. The 
application should also allow to cater for less detailed or prescriptive instructions, for example asking 
students to configure a particular function rather than listing instructions and prescribing the names of 
variables they are to use. 

When assessing by manual means the assessor would compare the student work against the solution, 
looking for similarities and deciding whether a difference between the two were due to the variable name 
used or an incorrect entry by the student. To automate this role the new application would need to 
replicate this comparison process. A complication might be that the successful deployment of a 
particular function may depend on a number of dependent commands or entries in a configuration file. 
Though wildcard values could be used to substitute for variable factors between students to allow us to 
ask students to configure a function without having to be prescriptive and yet expect the application to 
assess this satisfactorily. 

A laboratory management application was developed previously for the computer networking 
laboratories, which included configuration management and text parser functions [8]. A similar parser 
can be used to compare the outcomes of student work against a template and some of the configuration 
management functions can also be incorporated into the new application. The development environment 
used was Visual Studio and the language Visual C#. The host operating system on the laboratory 
computers is Windows based therefore much of the functionality of the existing configuration 
management application is derived from PowerShell scripts. Nevertheless the new application would be 
required to converse with various operating systems, including that of network devices and a more 
universal connection mechanism would be required, such as Secure Shell (SSH) [12]. 

A separate assessment application has also been developed in Visual C# that enables an assessor to 
define an assessment consisting of criteria, a grading schema and to generate feedback comments for 
each criterion and grade [5]. Since manually written reports can be time consuming to produce it has 
been found that this application has been able to provide more detailed feedback in a timely manner. 
This application can generate a feedback report for students that provides detailed comments on 
assessed work, including suggestions for improvement, as well as being able to calculate a grade from 
weighted criteria. While the methods of calculation can be applied to the new system and feedback 
could be generated in a similar manner, greater benefit is expected from integrating the two applications 
together to provide more consistent feedback in the future. 

4 TEST METHODOLOGY 

4.1 System Testing 
One of the primary aims of the application is to assess the outcomes of practical work in a laboratory. 
Formative assessment is a proven and effective means to both help students become familiar with the 
method of assessment and to regularly evaluate their incremental progress. Practical time constrained 
assignments assess the extent to which students have met certain learning outcomes for a particular 
unit or module at a given milestone date. The test methodology to evaluate the application concentrates 
on assessing a practical exercise. Initially two time constrained assignments (TCA) were available for 
testing purposes, with the first one involving the Cisco Packet Tracer educational network simulator [9] 
in which students were given a topology consisting of routers, switches and connected hosts, and the 
second involving the Open Source GNS3 simulator using Cisco routers and security appliances [11]. 
Packet Tracer already has a rather sophisticated in-built assessment automation system, however it 
operates within the simulator and cannot be used with real equipment or other simulators. Nevertheless 
it could be used as a useful tool for comparison purposes with the new application. Configuring an 
activity in Packet Tracer requires one to produce a set of instructions corresponding to tasks within the 
activity. It expects the exact name to use to be specified rather than allowing the user to enter a name 
of their own choosing, although a variable manager is available that could be used to potentially seed a 
range of acceptable values. This problem will also need to be accounted for in the new application.  
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It is necessary to create marking templates for the new application for each device in the practical 
exercise to be assessed. The application will compare the template files to the device configurations 
supplied by each student once they have completed the assessment exercise. Although the initial test 
of the new application would be conducted on practical exercises involving networking topologies within 
simulation environments the development of a generic methodology for using and testing the application 
was necessary. When referring to an environment for each exercise we may refer to a physical 
environment using real equipment and computers or a model using simulated equipment such as that 
encountered in Packet Tracer or GNS3. The methodology developed is as follows: 

i. Develop a practical exercise with instructions for students. 
ii. Develop an initial practical environment for the exercise. 
iii. Setup and save initial configurations. Extract these from the environment. 
iv. Develop solutions for the exercise, configure the environment and save the configurations. Extract 

these from the environment. 
v. Compare the initial configurations with the solution configurations.  
vi. Remove anything from the solutions that also appears in the initial configurations or comment 

them out. Add comments for the guidance of the assessor if required. Remove unnecessary 
comments or blank lines. 

vii. Save this as the first iteration of the marking template. 
viii. Ensure that only commands that are part of the exercise tasks are present or uncommented in 

the template. 
ix. Decide whether students have to use exact variables names as specified in the exercise 

instructions or generic ones invented by the student. 
x. Remove variable names from the end of lines or add wildcards in place of variables in the middle 

of lines in the template if generic variable names are allowed. 
xi. Save the updated template as the second iteration. 
xii. Use the new application to assess the solution configurations against the latest template to 

produce an output file as a live iteration. 
xiii. In the output file the marks should be 100% for each configuration file. If they aren’t make a note 

of the errors and make amendments accordingly before saving the updated template. Run the 
application again to test against the updated template. Repeat this procedure again if necessary 
until all errors have been corrected, but make a note of irreconcilable errors. 

xiv. Get a third party to complete the exercise independently of your solutions. 
xv. Extract their configuration from the test environment. 
xvi. Run the application to assess this configuration against the template. 
xvii. Examine the output file. Compare the results against the template and the third party 

configurations. If there are lines marked as correct or incorrect when they shouldn’t be make a 
note of the reasons. If the error is correctable then modify the template, but if it isn’t then use this 
to inform modifications to the application. 

4.2 Discussion 
The first tests utilize a network topology consisting of Cisco network devices within the Packet Tracer 
and GNS3 simulators. A series of practical tasks were set for students. In the case of Cisco devices a 
“startup-config” file stores the current device configuration in non-volatile memory. The assessor saved 
the initial startup files from each device in the topology before the practical exercise began. They then 
entered the solutions into the topology by entering the relevant commands using the command line of 
each device. Once the final configurations were saved they were extracted from each device to become 
the solution template.  

The initial configurations were compared to the solution template and anything present in the initial 
version removed from the template. Any variables in the template were substituted for wildcards such 
as “***” and this became the final version of the template prior to testing. The initial tests were run to 
compare the working solution against the template, leading to its progressive refinement. Students were 
then given a version of the exercise with only the initial configurations present in the exercise topology. 
Two exercises formed the initial testing phase.  
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5 RESULTS 
The template-solutions were developed iteratively through two different exercises. About 55 students 
took the first one, a Packet Tracer-based TCA and there were no initial configuration settings as students 
were required to enter these as part of the exercise. Whilst students were given variable names to use 
in each task some students didn’t necessarily use the correct spelling. In these cases Packet Tracer’s 
own assessment mechanism marked them as incorrect even though the correct commands had been 
used in the relevant context. Thus, some manual intervention was required by the assessor in these 
cases.  
When the same piece of work was assessed using the new application using wildcards in the template 
it marked these parts of the student work as correct and it proved to give a more accurate assessment 
of the student’s work. Although if the Variable Manager in Packet Tracer had been configured this issue 
may have been mitigated to some extent. The template for the new application was adjusted with some 
minor modifications. Random sampling was done so that some student work was manually assessed 
as well as using automated assessment. The new application produced what was thought to be a fair 
and accurate result of the assessment of student work.  
For the second assessment using GNS3 some initial router configurations like IP address and static 
routing were present in the model given to students. A small group of 17 students studying network 
security took the TCA. GNS3 does not have an assessment automation mechanism so there was 
nothing to compare the performance of the new application against in this case. The mechanism for 
extracting router configurations was slightly different, but the software was able to account for this. 
However the security appliances were more problematic as there is no easy means to export the 
configuration to an external text file within GNS3. This issue emphasized the potential usefulness of 
using live monitoring rather than assessing static configuration files. 

In the case of both TCAs the remote script feature of the new application was used to run some useful 
configuration tasks. The TCA folder could be uploaded from a central server to each PC within the 
laboratory with access permissions initially disabled. At the start time of the TCA access was enabled. 
Student folders were remotely monitored by another script to ensure that they had exported the device 
configurations into the correct folder. 

In the initial tests the methodology was still being refined and time between development and live testing 
was short. It was important to manually assess the configurations and the completed models left by 
students in each TCA and compare the results of this process with the results obtained from the 
automated assessment in the new application. With the first test iteration of the application template 
errors were noted and corrected fairly easily.  

Eventually the results obtained were considered highly accurate when compared to manual marking of 
the same work with only a few errors requiring manual intervention across the student sample group. 
Whilst it might take at least 20 minutes to manually mark a single student’s work, subject to human error, 
it was found that it only takes a few seconds to process a whole group of students automatically and 
reliably once the template is refined.  

The initial test of the application involved testing the template against the solution. However it was 
noticed that some false positives were produced because some lines were left in the template that also 
appeared in the original configuration, ie. students were rewarded for something that had already been 
pre-configured. The comparison between the initial configuration and template had been undertaken by 
manual inspection. However the application itself could be used to do the comparison to highlight lines 
that need to be removed from the template in step v of the test methodology. It was also noticed that 
some false negatives existed and these had to be corrected by manual marking. The work of one student 
studying network security in particular was very useful for comparison purposes because they had an 
almost perfect score for their work. However it was noted that there were 3 errors in the output due to 
the application itself producing false negatives by marking lines wrong that were in fact correct. This 
appeared to be due to the application marking some lines in the wrong context when those lines started 
with the same command sequence. This situation will need to be investigated in further tests. 

6 CONCLUSIONS 
The application has been developed and testing has shown that it performs according to the according 
to the requirements originally presented in a previous paper [10]. Configuration management functions 
were incorporated in the application that enable practical exercises to be deployed to a computer and 
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the completed solution to be extracted. The time from development to a live testing opportunity 
becoming available was short and further test will be required to conduct quantitative analysis on the 
results. 
Currently, the application is able to assess the work by comparison with a template of a working solution. 
Nevertheless the output can produce some false positives or negatives. Two reasons for this have been 
identified. The first is that there are some variations on what might constitute a correct solution and the 
second is that some lines within the template need to be placed in the correct context. Further work is 
required to investigate ways to make the application more flexible and context aware. There may be 
more than one way to achieve a particular outcome and alternative methods may need to be embedded 
in the template. However ultimately there may be a limit to the flexibility of this approach. Design of the 
template involves careful inspection by the assessor to remove or comment out unwanted lines and to 
identify others that need wildcard substitution. Further features could automate some aspects of the 
template configuration process to make it easier to design the templates. Further research might 
investigate approaches involving an expert system or machine learning principles, which would require 
availability of a large data set for a particular exercise across a wide range of outcomes, both in terms 
of variations in variables used and levels of successful completion, to increase system flexibility and 
contextual awareness [13], [14]. Thus, an expert system might take some time to setup and it would be 
required to cover a wide range of systems and services, for example Linux and Windows servers, or 
Cisco network devices. 

The tests involved the use of simulation systems consisting of cisco network devices. Further tests will 
be required to test the application on physical equipment and also the configuration of equipment from 
other network device vendors or services on Windows and Linux platforms. So far tests have involved 
offline testing. This means that saved configuration files are extracted from devices once an activity is 
completed and the output saved. Commands or scripts can be run within the application on remote 
systems to perform certain tasks such as copying folders or listing folder contents. It is also be possible 
that scripts can be used to test the success of a live practical task, for example whether connectivity 
between devices has been correctly configured in the target system. This would involve online testing 
so that instead of assessing whether a system has been correctly configured by monitoring a static 
output one would be dynamically assessing whether a particular service is working and if it does then it 
is likely that the relevant task has been successfully completed. 
The application utilizes template matches as a means of assessing student progress in achieving 
practical outcomes. Comments can be added to the template to provide more detailed feedback for 
students for each positive or negative match. However the feedback mechanism could be improved to 
generate a more sophisticated and contextualized feedback narrative. The application has been 
designed to automate some aspects of assessment in an educational context. It compares a target 
system against an expected template solution. The target system could also be a commercial or 
industrial system and the application could assess whether the system meets a certain specification 
defined in a template. This principle might be applied to assessing the security of systems by comparing 
a target system against a defined security template. This in effect is what the application was tasked to 
do in the exercise involving the Network Security module in judging the extent to which students had 
successfully configured the security for a given network topology. It could perhaps also be used to judge 
the extent to which a system meets a particular security standard [15]. 
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