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Abstract 
The field of IT-Security is getting more and more complex, due to the increasing amount of skills 
needed. Examples for these skills are web security, software security, or forensics. This also affects 
the teaching experience in this area. Since, lectures only have restricted time to teach the necessary 
competences needed to work in such an environment.  

We therefore propose a method where students increase their learning success by combining the 
traditional learning at the university with training and IT-Security tournaments outside the classroom. 
These tournaments, also known as Capture The Flag (CTF) events take place all over the world. In 
the CTFs participants must solve challenges in the various areas of IT-Security to gather flags, which 
are strings to prove their success.  

In our concept we use the classes at the university to provide key concepts and basic understanding 
of different IT-Security fields and support the participants in their training. Outside the class, the 
students form a CTF team, where they support each other in trainings organized on their own. In these 
teams, the students can harden their skills for the contests in which they choose to participate. To 
motivate the students, they receive credits for parts of the lecture if they compete in CTF tournaments. 

Our experience with this method shows, that competitions strengthen the intrinsic motivation of the 
participants, which further increases the learning success enormously. Students who do not 
participate still gather all the needed basics and key concepts. 
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1 INTRODUCTION 
As security in Information Technology (IT) has the be part of different areas like networking, software 
development, and many more, the overall skillset to work in an IT-Security job is huge. Additionally, 
security problems and vulnerabilities tend to need also a very deep understanding of certain 
technologies to be found and mitigated. Furthermore, the rapid evolution and adaption of technologies 
in IT cause an ever-changing threat for people working in IT-Security [1]. Students interested in this 
field of practice therefore are often overwhelmed by these major requirements.  

From the perspective of a teacher of undergraduate and graduate students in IT-Security this also 
leads to great challenges. On the one hand we must adapt the know-how of students from previous 
schools and/or work experience. And one the other hand we need to use the limited time frame of 
lectures to teach in-depth knowledge across different IT-Security areas as best as possible [2] [3]. 

Traditional frontal teaching of theoretical knowledge in IT-Security is known to be not very effective [4]. 
Therefore, we used a mixed approach where part of the lectures presents theoretical contents, 
whereas the other part uses hands on exercises to assist the learning process. In this setting we also 
provide exercises from the attacker and the defender view. This supports the understanding of what 
an attacker is capable of in real world scenarios and how the students can defend themselves or their 
future companies in specific scenarios. 

Our new approach expands this teaching setting with the introduction of gamification parts in the 
education. Capture the Flag (CTF) [5] tournaments are well established in the IT-Security community. 
These events take place all over the world and challenge the participant with exercises in various 
security areas. 

We included different examples from CTF tournaments in our classes to simplify complex material like 
encryption or reverse engineering. Furthermore, we encouraged students to form groups and 
participate in international CTF contests, by offering points on their final grade. This competition also 
helped to motivate the students in class [6] [7]. 
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The paper first introduces the structure of CTF tournaments in chapter 2. Chapter 3 shows how this 
new part of the lecture was integrated. Next, chapter 4 discusses our experience and results with this 
teaching mode and lastly chapter 5 concludes the approach.  

2 CAPTURE THE FLAG (CTF) TOURNAMENTS 
Originally in Capture the Flag games two or more teams fight for a flag in the center of an area. The 
flag must be returned to the teams’ base to gather points. This concept is also used in the IT-Security 
tournaments, where teams (sometimes also individuals) search for flags to get points. In most 
contests the flags are simple Strings with a special format to match a given tournament name. For 
example, “FHCTF{7HI5_I5_4n_Ex4MPle}”, would match a tournament held at our university with an 
example text in leet speak, where specific letters are replaced by special characters. 

IT-Security CTFs can be organized in three different modes. One of them is Jeopardy, where unlike in 
the traditional CTF games, teams do not directly “fight” each other. In Jeopardy style CTFs the 
organizer of the event creates many challenges for different areas of IT-Security. These areas can be 
cryptography, steganography, binary analysis, reverse engineering, mobile security or others. Every 
Challenge has its own flag, which must be found by solving the challenge [5]. 

The next mode is Attack-Defense where every team gets access to one or more systems on the start 
of an event. This system has purposely included vulnerable services, which need, on the one hand, to 
be fixed, and on the other hand, exploited on the systems of the other teams. Points are achieved in a 
specific time frame for each mitigated, and each exploited service [5]. 

The last mode is a combination of the previously mentioned ones. This means that every team has 
their own system to defend, and additionally jeopardy style challenges can be solved to gather more 
points.  

CTFs can be held in different ways. Two very popular methods are Virtual Private Networks (VPN), 
where every team gets access to the same network. This is especially useful for online events and 
Attack-Defense modes. In Attack-Defense CTFs these networks only contain the systems from every 
team. For Jeopardy style contests the network consists mostly of vulnerable machines which serve as 
the challenges. The other method, mostly for Jeopardy CTFs, uses downloadable files which contain 
the exercises. Additionally, every CTF needs a platform for submitting flags, which often also serve as 
the point for registration.  

Security CTFs take place internationally for different target audiences. One very well-known example it 
the DefCon CTF [8], which takes place during the DefCon conference in Las Vegas. Also, companies 
like Google [9], or Facebook [10] host their own CTFs [11] [12].  

Because our goal was not to train the best CTF players in the world we rather focused on national 
events, namely the Austrian Cyber Security Challenge (ACSC) [13]. This tournament takes place on a 
platform called Hacking-Lab [14], which is a platform consisting of various CTF challenges.  

The ACSC has three age groups, namely high school students from 15-20 years, undergraduate/ 
graduate students from 21-25 years, and the open class with >25 years. The event is split into an 
online qualification and finals, which take place during the IKT Security conference [15] in Austria. The 
online qualification consists of nine challenges in total, of which every three to four weeks three 
challenges are released. Ten participants of each age class, except for the open class, are then 
chosen to enter the finals based on the number of solved challenges, and the best-written reports.  

2.1 CTF Challenge Example 
To give an insight into jeopardy style challenges, we created a simple CTF for demo purposes. As a 
platform we chose CTFd [16], which is an easy to use open source software. Due to its open source 
characteristics it is free to use and easy to set up.  

Figure 1 shows the challenge section of the CTFd instance hosted for our students. New participants 
have to create an account and join, or create a team. The first challenge, which is also shown in 
Figure 1, with the title “Start here!” is the sanitation check which is typical for CTFs. With this challenge 
the overall functionality is checked for each team. 
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Figure 1 CTFd Challenge Section 

With a click onto the challenge a popup opens with the details of the challenge, shown in Figure 2. 
The sanitation check challenge also presents the flag format which should be the same for all 
challenges during the CTF. 

 
Figure 2 Details of sanitation check challenge "Start here!" 

When the sanitation check is completed, other challenges are visible. One example, shown in Figure 
3, presents a networking challenge. As mentioned before, the exercise itself is a downloadable file. 
Descriptions with little hints, as well as, purchasable hints are very common practices. 
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Figure 3 Networking challenge "Network Dump 1" details 

Like the description suggests, the challenge provides a network dump, where maybe unencrypted 
data was sent. To view the network dump Wireshark [17] can be used, which is a free network 
analysis tool. Figure 4 shows Wireshark with the downloaded network dump loaded.  

 
Figure 4 Network dump opened in Wireshark 

When searching through the network dump, one may find a section with a sequence of an 
unencrypted TCP data stream. Figure 5 shows this data stream, where one of the packets has the flag 
in its data section. 

 
Figure 5 Unencrypted TCP data stream 
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This flag can now be submitted to CTFd, as shown in Figure 6, which rewards the participant with 100 
points. This challenge is just one of many, we created to teach different areas in IT-Security. 

 
Figure 6 Correctly submitted flag 

3 INTEGRATION OF CTFS INTO LECTURES 
The previous lectures were split in theoretical and practical parts. For example, when teaching binary 
exploitation, we taught necessary background like memory mapping in the theoretical part and 
provided hands on examples in the practical part. This setup was used for each topic to show the real-
world application vulnerabilities. 

To introduce this new method to our traditional teaching approach, we offer the student points for their 
final grade if there are successfully participating in CTFs. Therefore, we use the Hacking-Lab platform, 
as there are several different CTFs, including the ACSC held. Student must achieve a minimum 
number of total points on the platform to obtain their lecture points. To gather the Hacking-Lab points, 
students build up teams and organized out of class trainings to help each other. 

The other way of integrating CTFs to the lecture is that part of the exercises is replaced by Jeopardy 
like challenges. Therefore, we use the platform described in chapter 2.1. 

These two methods strengthen the motivation from the students, due to the gamification aspects of 
CTFs. Consequently, students, especially high achievers, boost their learning success. The average 
student benefit from the simplification of the topics, to learn the basic skills. 

4 RESULTS 
Despite the highly time-consuming nature of the CTFs, compared to simply learning for the written 
exam, students chose to take the harder path in our lecture. This shows that the approach is very well 
accepted by our students. 

As briefly mentioned in the last chapter, we saw major improvements with the introduction of CTFs 
into IT-Security lectures. Due to the simplification and gamification nature of CTFs, students have 
been motivated. This was shown in the organization and attendance of their trainings. Through the 
intrinsic motivation to achieve high points on the CTFs, the learning outcome was increased 
enormously.   

These improvements are also reflected at the final exams, where students which participated in CTFs 
achieved way better mark than the average student. Another positive result is the higher amount of job 
offerings, and the credits in job proposals for participating students.  
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5 CONCLUSION 
To conclude, we introduced CTF events to our IT-Security lectures to provide an alternative path 
through the course. The goal was to simplify complex IT-Security problems with gamification, as well 
as, maximize the learning outcome from the lecture. 

We offer points for the final grade, when student successfully participate in CTF tournaments. 
Additionally, we introduced jeopardy style challenge as part of the practical example in the lecture. 
This resulted in highly motivated students, which do not hesitate to spend their free time with solving 
CTF challenges. Therefore, students improve their learning success and, in some cases, received job 
offerings from companies. 
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