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Abstract 
Data networks are critical to leverage an increasingly global and connected world. As such, higher 
education degrees like telecommunications or computer science/engineering, generally include courses 
addressing networking technologies. 

Traditionally, laboratory classes in this field make use of real equipment such as personal computers, 
switches, routers, firewalls, access points and other physical hardware, providing hands-on experience 
with real equipment and use cases. The main plus of this learning model is therefore to familiarize 
students with equipment, interfaces, programming languages and operating systems used in production 
environments. This paradigm, however, has some major drawbacks, namely: 

- Substantial initial investment is required to acquire networking equipment; 
- Scenario setup and configuration can consume a large portion of class time; 
- Scalability is limited as the number of enrolled students grows; 
- Limited laboratory access outside regular class hours (time barrier); 
- Students can’t connect remotely, meaning physical presence is required (geographic barrier); 
- Continuous investment is required to keep up with technology updates; 

In order to overcome these drawbacks, this paper proposes AMBIVeRT, a platform that replaces the 
traditional network laboratory with a virtual class environment, emulating typical networking scenarios 
addressed in computer network related courses. The platform’s architecture is based on several virtual 
machines (VM) connected through virtual networks, which implement two different domains: an 
administration domain, for configuration, administration and initial setups, and a student domain, used 
by scholars to configure and explore different networking scenarios. The platform has been deployed in 
one single server (Cisco UCS C200 M2 High-Density Rack Server) running VMware vSphere 
Hypervisor.  

Each student/group has access to an individual virtual workbench, consisting of three different VMs 
connected in the same VLAN. A VM houses a GNS3 VM which functions as a back-end headless 
network emulator. The other two VMs run commonly used operating systems (OS), such as Windows 
Server and Linux, and act as frontends to the network emulator. Therefore, the platform supports 
multiple isolated virtual workbenches. 

Several network scenarios have been tested, from simple network architectures containing a few virtual 
equipment, to complex CCIE scenarios with 18 virtual appliances, some emulating advanced networking 
devices. 

This paper describes the AMBIVeRT platform’s architecture, its functionalities and current limitations. A 
system benchmark is also presented, with special focus on comparing the performance for different 
scenario’s complexity and number of active workbenches. Results have shown that AMBIVeRT platform 
is highly scalable and a serious alternative as a replacement for physical networking laboratories both 
for local and remote teaching. Moreover, the paper compares the AMBIVeRT platform with traditional 
physical networking laboratories and with other virtualized network environments, concerning available 
features, costs and scalability. 
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1 INTRODUCTION  
The last years have seen a quick and almost exponential growth of the Internet. According to [1] the 
number of connected Internet users has doubled in the last 10 years. Digital technologies have also 
been integrated into all areas of businesses, fundamentally changing how they operate and deliver value 
to their customers. This digital transformation requires engineering expertise in IT, which is scarce. 
Moreover, new trends such as IoT and 5G are driving increased demand for skilled IT professionals. As 
an example, according to [2] the UK currently faces a shortage of skilled IT engineers, estimated in 
Engineering UK’s 2017 State of Engineering Report at 20,000 annually. Consequently, it is important to 
train more students to become proactive engineers with advanced skills concerning IT technologies. 

Among IT instruction and degrees, the following subjects/courses are common: 

Table 1 - IT courses and subjects. 

Digital systems Computer networks DevOps Databases 

Programming Computer graphics Cloud computing IP security 

Telecommunications Computer architecture Virtualization systems Service provider 
technologies 

In these courses, regardless of being a university/polytechnic school domain or an IT professional 
certification (Cisco, Juniper, Microsoft, etc.), it is usual to use physical equipment to provide students 
with practical hands-on experience e.g. teaching a Linux course/certification with access to a Linux 
system or teaching routing and switching by using routers and switches either in physical or emulation 
form. 

1.1 A typical computer networks classroom 
In a typical computer networks class, commonly used physical devices include routers, switches, cabling 
and personal computers (exemplified in Fig.1). 

 
Figure 1 - Example of a computer networks class using physical equipment. 

The variety and quantity of necessary devices depends on the number of students and training subject. 
To better understand this, consider the following example: a classroom of 20 students of a BSc degree 
in Computer Engineering, Computer Networks course, with the subject “introduction to computer 
networks and IP equipment’s: routers and switches”. In this lesson, using 2 routers, 2 switches, cables 
and computer, the student configures and troubleshoots Open Systems Interconnection (OSI) L2 and 
L3.  

Assuming that the 20 students are organized in groups of 2 and each group uses 2 routers and 2 
switches, overall it would be necessary to have 20 routers and 20 switches plus cabling.  

1.1.1 Downsides - equipment 
The use of physical networking equipment, however, has some major drawbacks: 
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• Technology outdating: with the quick evolution of the Internet and computer network systems, 
protocols and equipment are constantly being updated to support new functionalities and 
connections. It is mentioned in [3] that, for example, WiFi network is going to be good for five 
years at absolute max, and a lifetime in the area of 2-3 years is much more realistic. Even in a 
laboratory environment, every couple of years new equipment must be acquired to address new 
technologies; 

• Learning diversification and equipment maintenance: in line with the previous point, an additional 
drawback is the need to proceed with investment and purchase of new hardware for diversification 
of teaching curriculum e.g. firewalls/other vendor. Acquiring parts or new hardware due to 
maintenance, hardware repairs/replacement also involves costs and usually, formal requests in 
the learning institution, which can take time; 

• Pricing: to provide a solid “real life” experience to students, the devices used in the networking 
classes should be of the same grade and vendor as the ones used in the production environment. 
In table 2 there are some reference prices in USD for common Cisco Systems routers, switches 
and firewalls. These where collected from [4] in May 2018. It is also important to note that colleges 
and universities usually benefit from an academic discount from the vendor; 

Table 2 - A sample of Cisco Systems equipment and reference prices. 

Type Model Equipment Price 

Switch WS-C2960L-24PQ Catalyst 2960L 24 port GigE PoE+4x10G  $3070 

Switch WS-C3560G-24PSS Cat3560 24 10/100/1000T PoE+4 SFP Std $3741 

Router C1921-AX/K9 Cisco 1921 AX Bundle w/ APP.SEC lic $2945 

Router C2901-AX/K9 Cisco 2901 AX Bundle w/ APP.SEC lic $4725 

Firewall ASA5505-SEC-BUN Cisco ASA 5505 Adaptive Security Appliance $1695 

1.1.2 Downsides – learning environment 
In terms of learning environment, there are 2 drawbacks to highlight: 

• Geographic drawback: there is no remote access to the class, meaning all the involved parties 
need to be physically in the classroom. This fact will unintentionally affect the number of students 
and the way the class progress; 

• Temporal drawback: following the previous point there is also the time constraint. If students need 
to access the laboratory for classroom or to work on a project, since there is no remote connection, 
they must cope with the institution rules and guidelines;  

1.2 Objectives 
In order to overcome the previous shortcomings, this paper proposes AMBIVeRT - A VIRTUAL 
PLATFORM FOR NETWORKING LABORATORIES which, by using emulation software combined with 
a virtualization server allows easy and quick creation of virtual laboratories and sandbox environments. 
The environment, which targets computer networks and IT certifications, was designed to provide the 
following features: 

• Separate virtualization environments: each student/student group has an independent and 
separate virtual sandbox for emulation, recreating the behavior and function of real hardware 
without interfering with other students’ work environment; 

• Remote connection: the connection to the system is possible through the institution classroom 
and campus, as well as from the Internet, using the official institution’s Virtual Private Network 
(VPN); 

• Secure access: connection to the student’s workbench is done using known remote access 
protocols supporting encrypted and secure connection with unique credentials for each student 
and/or group; 

• Feature rich: all the features available in the classic networks class should also be available in 
the virtual classroom without compromising the system stability and simplicity. It is important to 
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guarantee a smooth and straightforward access to the work environment and multi-vendor 
support; 

• Stability and scalability: It’s vital to guarantee a viable number of workbench’s and clear possibility 
to scale the system to accommodate more classrooms, workbenches and IT virtualized 
technologies. Regardless of virtualization server addition, the system should work within nominal 
levels without compromising the teaching and emulation experience; 

• System administration and management: to facilitate managing and changing the platform, the 
system has been fully integrated with alarm and management tools, virtual machine usage and 
error detection; 

In a computer networks class there are typical tasks and exercises the students should perform. Below 
are examples of some of these tasks, which should also be possible in AMBIVeRT: 

• Connect multiple devices (router, hub, switch, firewall, etc.) of several vendors using L2/L3 
protocols; 

• Capture traffic between equipment’s for troubleshooting and enhancement of learning 
experience; 

• Log and error collection as well as customized traffic generation with a wide variety of protocols; 
• Test the loss of service by “manually” unplugging a network cable or equipment; 

• Have the possibility to run concurrently various datacenter grade operating systems; 

In short, this paper proposes the transition from a computer networks classroom with physical equipment 
and networking cabinet to a virtual environment where these physical devices will be emulated. 

1.3 Related work 
AMBIVeRT has been designed and developed taking in consideration the requirements for the academy 
(e.g. Universities). Other comparable solutions exist, some are available for private use, but most are 
oriented to enterprise IT certifications. Some are mostly online and webpage based whereas others 
allow the user to simulate locally. Table 3 provides summary information on other solutions, collected 
from the respective official websites. 

Table 3 - Some online learning platforms. 

Solution Learning 
oriented 

Available 
vendor Only CCNA? Reference starter price Access type 

Cisco 
Learning 

Network [5] 
Yes Cisco No 200USD CCNA 70hours w/ 

180 days Via webpage 

SharonTools 
[6] No 

Cisco, VMWare, 
Linux, Juniper, 

Radware 

N.A. 
(not instruction 

oriented) 
Free Via webpage 

and local telnet 

EVE-NG 
Cloud / UNL 

Cloud [7] 
Yes 

Amazon, Cisco, 
Palo Alto, 

Juniper, F5, ++ 
No 

4USD/hour CCIE R&S LAB 
for a rack w/ 10vCPU, 16GB 

RAM + EVE-NG 

N.A. 
(not known) 

GNS3 
Academy [8] Yes 

Cisco, Juniper, 
Ansible, Python, 
Wireshark, Linux, 

++ 

No 
39USD for Cisco CCNA with 
GNS3. Includes 40hour of 

video and lab sims 
Via webpage or 
local computer 

NDG 
NETLAB + [9] 

Yes 

Cisco, Linux, 
VMWare, Palo 

Alto, EMC, 
Security & 
Forensics 

No 

Institutions oriented solution. 
1995USD for 1 local engineer 
+ 16 pods (16 students) w/ 1 

year duration (hw inc.) 
Individual<40USD for 6 month 

Via webpage 
Course w/ 

installation and 
instructor on 

site 

Internetwork 
Training [10] Yes Cisco Yes 

157€. Online CCNA Includes 
13+hour of video, e-books, 

online labs and cheat-sheets 
Via webpage 
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2 METHODOLOGY  

2.1 Architecture  
The architecture of AMBIVeRT is comprised of virtual machines, managed by a type 1 hypervisor 
running on a datacenter grade server. The system can be divided in two domains, as shown in Fig.2: 

 
Figure 2 - Virtual machines and hypervisor running on the system. 

The role of each virtual machine is described in the following subchapters. 

2.1.1 Students’ domain 
The student’s domain is composed by multiple workbenches (1…n), where each workbench has 3 VMs 
which connect as seen in Fig. 3:  

 
Figure 3 - VMs found inside a student workbench. 

• VM01, VM02 - Operating System 1 and 2: these two virtual machines replicate the behaviour of 
the computers found in the classroom. They serve as the remote access graphic system where 
the scholar can connect to work and perform simulations, run packet capture, connect to the 
internet, etc. On the other hand, they serve has the graphical front-end for the computer networks 
simulator; 

• VM03 - Network emulator: The third virtual machine in the student’s space has no graphic function 
and is where all the emulation and sandbox virtualization happen. It’s pre-built with all the tools 
required to emulate and virtualize network appliances and operating systems. Being a “ready-to-
go” solution, it is optimized for low resource consumption and efficiency. Due to licensing issues, 
the user must supply the images or OS of the devices; 

2.1.2 Administrator’s domain 
The Administrator’s domain is composed by 7 virtual machines: 

• VM01 - Firewall WAN: provides out->in connection to administration and workbenches VMs. 
Functions as NAT in-out translator, firewall, access control, DHCP server and port forwarding for 
external secure connection. This VM is one of two virtual machines with internet connection; 
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• VM02 - Access Server: used by the administrator as a jump server where all administrative tasks 
can be done, e.g. file server, administration applications, scripts, logging and virtual machine 
backup. This VM is the second virtual machine with internet connection; 

• VM03 - Management Server: monitors all AMBIVeRT VMs, including CPU, RAM and network 
utilization, OS logging and alarming, fail and crash reporting and performance graph history; 

• VM04, VM05 - Simulation VMs: used by the teacher(s) to test and train network simulations before 
providing them to students. They are similar to the ones in the student’s domain; 

• VM06, VM07 - Workstation routers: these VMs establish an access layer between the firewall VM 
and the student’s workbenches; 

2.2 Deployment 

2.2.1 Hardware and hypervisor 
The hardware platform is currently a Cisco UCS C200 M2 Server with 96GB of memory. Being a 
datacenter grade server, it supports the necessary virtualization instructions. On the hypervisor front, 
after analysis of the market solutions, the choice has been VMWare vSphere. This type 1 hypervisor 
works directly over the hardware to manage system physical resources across virtual machines and has 
adequate features to guarantee the stability and scalability of the system. In another hand, it is simple 
to manage and counts with a wide online community and mature knowledge-base. 

2.2.2 Student’s domain 
• VM01, VM02 - Operating System 1 and 2: for these two VMs, Microsoft Windows Server 2008 

R2 Essentials and Linux CentOS have been chosen. These two operating systems can be usually 
found on the classroom and are stable enough for use has a graphic interface for the workbench. 
Both OS have a good compromise between features and resource consumption. These machines 
were customized to strip the images from non-important features that would consume valuable 
resources.  

• VM03 - Network emulator: GNS3 in the client<->server flavor has been chosen as the network 
emulator. The server side is a Linux based VM packed and “ready-to-go” with all the tools and 
programs required to run in sandbox operating systems, network elements and other virtualized 
appliances. Due to great optimization and efficiency, it is in fact capable of emulating a great 
number of devices simultaneously. The official GNS3 website has a marketplace with many pre-
packed appliances and countless help articles/forums. Like other emulators, due to licensing and 
legal reasons, the users must provide the network element and operating system images. 

2.2.3 Administrator’s domain 
• VM01, VM06, VM07 - Firewall WAN and Workstation routers: these 3 VMS use the pfSense 

firewall. The solution was chosen because it was open-source and considered to be lightweight, 
easily manageable and capable of providing all AMBIVeRT requirements. In VM06 and VM07 
functions only has a L3 router and DHCP relay; 

• VM02 - Access Server: this VM uses Microsoft Windows Server 2012 R2. The solution OS 
provides a feature-rich, robust and scalable OS, inherently supporting many applications and 
features commonly found in production environments (e.g., Active Directory, TFTP/FTP/HTTP 
servers, etc.); 

• VM03 - Management Server: this server and platform uses the Linux CentOS with ZABBIX. 
Having as a motto “free version of RedHat Enterprise Linux”, CentOS Linux has almost all the 
features available in the RedHat distribution, meaning it is easy to find support and applications 
online. For platform management and monitoring, the free-software ZABBIX has been chosen, 
due to multi-vendor support, intuitive graphic interface, great scalability and vertical base. 

• VM04, VM05 - Simulation VMs: these VMs can be used by the teacher(s) to test and train 
simulations beforehand. These are comparable to the ones found in the student’s domain; 

The complete server internal scheme can be found in Fig.4: 
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Figure 4 - AMBIVeRT internal VMs and network. 

3 RESULTS 
After customized, the student virtual machines run with the following specifications: 

Table 4 - Student workbench VM specs. 

OS specifications VM01 - Windows Server  VM02 - Cent OS  VM03 - GNS3VM 

CPU 2x vCPU Intel(R) Xeon(R) CPU X5650 @ 2.67GHz 

RAM memory 4GB 2GB 2GB 

Disk  30GB 20GB 18GB+100GB 

Several tests have been performed to assess the performance and stability of the platform with multiple 
student groups working simultaneous or the purpose of the validation, two different scenarios have been 
considered: scenario 1: 10 workbench, CCIE advanced networks scenario, and scenario 2: 8 
workbench, 2xFirewall, Windows 7, traffic generator. 

3.1 Scenario 1: 10 workbench, CCIE advanced networks scenario 
In this setup, a Cisco Systems Expert R&S certification level scenario has been assembled and 
configured. This includes advanced routing protocols (OSPF, EIGRP, BGP), QoS, VRF, MPLS, L2 
technologies.  

The emulated routers and switches are 13 Cisco c3745 + 4 virtual PC (VPC). The c3745 is configured 
with 256MB which would sum up to 3328MB of RAM memory in “real world”.  

All devices have been configured, are reachable and the network has converged. The laboratory 
topology is represented in Fig.5: 

9432



 
Figure 5 - CCIE simulation scenario. 

After booting the 10 workbenches, which correspond to 30 VM in the student’s domain, the overall CPU 
load stabilizes at 82% while RAM memory halts at 84GB. All GNS3VM use the configured 2GB of RAM. 
Fig. 6 shows the consumption evolution from before the boot until stabilization in the resource loads.  

 
Figure 6 - CPU and MEM consumption 

The Fig.7 shows the htop command output taken from one of the GNS3VM: 

 
Figure 7 - Htop command output from a GNS3VM. 

9433



By analysis of Fig.7, it is possible to see a Dynamips process which corresponds to each emulated 
network device. Although the “physical” memory demand would be 3328MB for the 13 routers/switches 
the GNS3VM efficiently allocates the demand between the VM RAM and Linux SWAP. 

3.2 Scenario 2: 8 workbench, 2xFirewall, Windows 7, traffic generator 
In this test scenario, illustrated in Fig. 8, 2 Cisco ASA firewalls, 1 Windows 7 computer and a 1 traffic 
generator are emulated. Furthermore, an IPSec with IKEv2 VPN tunnel is setup between the 2 firewalls. 

 
Figure 8 - Firewall emulation scenario. 

While the memory consumption is steady at 60GB of RAM (not shown in the figure), the CPU suffers a 
much greater demand. In Fig.9, it can be observed at approximately 20:25, an increase in CPU 
consumption which becomes much higher around 20:41. These periods coincide with the establishment 
of the IPSec VPN tunnel and with the activation of the traffic generation between the 2 firewalls. 

 
Figure 9 - CPU consumption. 

The cryptographic methods used in firewalls are highly demanding as observed on the htop output from 
a GNS3VM in Fig.10: 

 
Figure 10 - Htop output from GNS3VM. 

9434



4 CONCLUSIONS 
In this paper the authors describe AMBIVeRT, a virtual platform for building, configuring and 
troubleshooting of networking laboratories. AMBIVeRT intends to be an efficient alternative to the 
traditional on-premises classes without compromising the advantages of the latter. AMBIVeRT sits on 3 
major pillars: hardware, hypervisor and simulator. Furthermore, the solution design includes two 
separate domains, which facilitate management and enable system isolation.  

AMBIVeRT performance has been evaluated through the emulation of 2 complex scenarios, as 
described in section 3. It was shown that it is possible to work without degradation of the user experience 
at CCIE level, where the system behaved flawlessly up to 10 simultaneous workbenches. These results 
hint excellent performance for less complex scenarios as well (e.g., CCNA and CCNP level scenarios). 
All the platform configuration and experimentation have been done remotely over the Internet, using the 
official VPN made available by Instituto Politécnico de Castelo Branco (IPCB) to its students. 

Being an academic oriented project, multiple trial runs have been done at two different computer 
networks classroom. On these trials, 8 students, each with his own workbench, worked on different 
network environments (e.g., multicast and EIGRP). Afterwards, students were asked to rank from 0 to 
5 points about their AMBIVeRT experience. Even though this was the first time the students contacted 
with GNS3, the final scores which can be seen in Fig.11., average above 4. 

 
Figure 11 - AMBIVeRT student satisfaction survey. 

In terms of future work, it is important to test how the system scales by adding one or more physical 
servers and the integration of the platform into a payed online booking system to maximize the usage 
and cost-effectiveness of the system. One last note is the opportunity to integrate the platform with a 
Learning Management System (LMS) and Learning Analytics in order to harvest the full teaching 
potential of the teacher as well as the student. 
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