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Abstract 
The threat of cyber attacks is rapidly growing and transforming - as people become more and more 
connected with technology, exposing personal and confidential information to them, and the possibility 
of abuse is growing. This leads to a growing danger for organizations, employees, and consumers. In 
order to define the available disproportions in the discussed area, an analysis was carried out for the 
requirements for the security specialists work positions, an analysis of the offered training in the 
sector, as well as analysis of the realization of professionals in the area discussed. 

Today, the need to regulate security measures in the cyber-physical world has been recognized. The 
dynamic change affects the management of risks to business and is due to the continuous 
improvement of the sophisticated technologies of malicious actors. This article contains a research 
based on the results of the data and fact-finding study in the implementation of the project 
REDCyberSG project (reducing skills for managing cyber skills in SMEs). The analyses, conclusions, 
and recommendations of the team are aimed at reducing the deficits in the training of cybersecurity 
experts in the educational structures and filling the gap of SME cyber security expertize. It is a step 
towards implementing the EU's common competences for cybersecurity skills in the SME sector on 
the road for the simultaneous promotion of technical and organizational expertise and corporate 
culture to comply with emerging regulations, directives and laws related to cybersecurity and 
protection of privacy and confidentiality. 

This article presents in the efforts of the team to unity EU competences for cybersecurity skills 
concerning the SMEs meeting the labour market needs of skills shortages and gaps. 
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1 THE SCARCITY OF CYBER SECURITY STAFF 
The threat of cyber attacks is rapidly growing and transforming - as people become more and more 
connected with technology, exposing personal and confidential information to them, and the possibility 
of abuse is growing. This leads to a growing danger for organizations, employees, and consumers. 
The fact is that cybersecurity is no longer a key issue only for technology companies; this is something 
that is prominent in the strategic plan of any major organization, as a cyber attack can mean not only 
the loss or compromise of certain data but even worse, it can endanger the reputation and survival of 
the affected company. The evolution of the understanding of cyber threats and challenges [1] over the 
last decade has shown that significant measures are needed to regulate the security of the cyber-
world [2] to achieve Europe's goals of a digital single market. Together with NIS [3], the GDPR [4] and 
e-Privacy Directive [5] are also a need for actions to reduce the cyber-security deficit and enhance 
corporate intelligence on the subject. SMEs are in a particularly risky position in their efforts against 
malicious actors, as they have limited resources to protect their information systems. The problem is 
even worse in cases where small companies run a business that processes huge amounts of personal 
and sensitive data. The main focus of the study is to identify existing disproportion in the supply and 
demand of cybersecurity professionals. For the current state of the problem were analysed 
cybersecurity competences frameworks, taking into account both the regulatory requirements of 
Europe and some national ones. Based on this, policy and recommendation for implementing the 
Cybersecurity Competence Map for educating trainees and SME, in general, was developed. 

In order to define the available disproportions in the discussed area, an analysis was carried out for 
the requirements for the security specialists work positions, an analysis of the offered training in the 
sector, as well as analysis of the realization of professionals in the area discussed. 
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2 METHODOLOGY 
Today, the need to regulate security measures in the cyber-physical world has been recognized. The 
dynamic change affects the management of risks to business and is due to the continuous 
improvement of the sophisticated technologies of malicious actors. This article contains a research 
based on the results of the data and fact-finding study in the implementation of the project 
REDCyberSG project (reducing skills for managing cyber skills in SMEs). The analyses, conclusions, 
and recommendations of the team are aimed at reducing the deficits in the training of cybersecurity 
experts in the educational structures and filling the gap of SME cyber security expertize. It is a step 
towards implementing the EU's common competences for cybersecurity skills in the SME sector on 
the road for the simultaneous promotion of technical and organizational expertise and corporate 
culture to comply with emerging regulations, directives and laws related to cybersecurity and 
protection of privacy and confidentiality. 

3 THE LONG TERM TO ADDRESS THE CYBERSECURITY SKILLS 
SHORTAGE 

With the combined impact and multiplying cyber threats, destructive malware and ransomware 
continue to cause painful operational disruption in the business. Many companies offer cybersecurity 
technologies, but at the same time there is a shortage of staff to counteract malicious actors. The 
industry expects higher education to address the shortage of cyber security professionals [6]. 
Cybersecurity education is critical for preparing current and future IT professionals to deal with the 
multitude of security threats that occur worldwide on an ever-increasing scale [7]. 

3.1 Cybersecurity competency model 
There are different approaches to structuring competencies in cybersecurity. Since the present study 
reflects part of the work on the project named “REDucing the CYBERsecurity Management Skills Gap 
in SMEs” we cannot fail to point out that this is a European project and because of the competency 
model under consideration it is based on the European e-Competence Framework (e-CF) [8]. The e-
CF provides a reference of 40 competences as applied at the Information and Communication 
Technology (ICT) workplace, using a common language for competences, skills, knowledge and 
proficiency levels that can be understood across Europe . As far as cyber security management is 
concerned, the e-CF identifies competencies in 5 groups. The first group includes Information 
Systems and Business Strategy Alignment, Service Level Management, Business Plan Development, 
Product and Service Planning, Architecture Design, Application Design, Technology Trend Monitoring, 
Sustainable Development and Innovating. The second group unites Application Development, 
Component Integration, Testing, Solution Deployment, Documentation Production and Systems 
Engineering. The third group indicates User Support, Change Support, Service Delivery and Problem 
Management. The fourth group includes the following competencies: Information Security Strategy 
Development, ICT Quality Strategy Development, Education and Training Provision, Purchasing, 
Sales Proposal Development, Channel Management, Sales Management, Contract Management, 
Personnel Development, Information and Knowledge Management, Needs Identification and Digital 
Marketing. The last group unites Forecast Development, Project and Portfolio Management, Risk 
Management, Relationship Management, Process Improvement, ICT Quality Management, Business 
Change Management, Information Security Management and Information Systems Governance. 

3.2 Cybersecurity competence map in REDCYBERSG project 
The team of the project REDCyberSG defines 3 main security roles – Security policy manager, 
Cybersecurity Risk Manager and Data protection officer.  

3.2.1 Work role description of Security policy manager 
The obligations of Security policy manager includes development and maintaining cybersecurity plans, 
strategy and policy to support and align with organizational cybersecurity initiatives and regulatory 
compliance. Main responsibilities of Security policy manager are Coordination the development of 
information security policies and procedures; Coordination the maintenance of information security 
policies and procedures; Coordination the enforcement of information security policies and 
procedures; Coordination the analysis of discrepancies and steps to enforce compliance; Reviewing 
existing and proposed policies with stakeholders; Assessing policy needs and collaborate with 
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stakeholders to develop policies to govern cyber activities; Ensuring that cyber workforce 
management policies and processes comply with legal and organizational requirements; Promote 
awareness of cyber policy and strategy as appropriate; Provide policy guidance to cyber management, 
staff, and users. Key competences here are Problem, Change Management and User support; 
Information Security Strategy Development; ICT Quality Strategy Development; Contract 
Management; Needs Identification; Risk Management; Information Systems Governance. 

3.2.2 Work role description of Cybersecurity Risk Manager 
The Work role of Cybersecurity Risk Manager includes participation in cybersecurity planning, strategy 
and policy development and maintenance to support and align with organizational cybersecurity 
initiatives and regulatory compliance. Leads risk management activities. Main responsibilities of this 
role are: Advise senior management and CIO on risk levels and security posture; Evaluate costs, 
benefits, economic, and risk analysis in decision-making process; Collaborate with cybersecurity 
personnel on the security risk assessment process to address compliance and risk mitigation; 
Research internal and external cybersecurity risks to develop quantification models and impact values; 
Work effectively with IT operational teams and business units to facilitate cyber risk assessment and 
risk management processes, and provides guidance on risk treatment strategies; Establish threats 
criteria and risk metrics to be applied in cybersecurity risk prioritization processes; Contributes to 
monitoring, testing as well as review and constructively challenges IT operational teams and business 
units on their assessment of cyber risks, including challenging on risk mitigation and management 
responses; Evaluate, analyse and establish suppliers' monitoring service and set cybersecurity risk 
criteria for appropriate use; Participate in development and implementation of cybersecurity 
awareness program in enterprise. Key competences here are Information Security Strategy 
Development; ICT Quality Strategy Development; Needs Identification; Risk Management; Process 
Improvement; Information Security Management. 

3.2.3 Work role description of Data protection officer 
The duties of Data protection officer includes development and overseeing personal data handling 
compliance program and personal data protection program staff, supporting personal data 
compliance, governance, policy, and incident response needs of personal data protection. Main 
responsibilities here are: Advise senior management on personal data processing risk levels and 
security posture; Evaluate cost and benefit, economic, and risk analysis in decision-making process 
related to personal data processing; Ensure all processing and databases are registered with the local 
privacy protection authorities where required; Collaborate with cybersecurity personnel on the security 
risk assessment process to address personal data processing compliance and risk mitigation; Develop 
personal data processing training materials and other communications to increase employee 
understanding of company policies, data handling practices and procedures and legal obligations; 
Periodically revise the privacy program considering changes in laws, regulatory or company policy; 
Participate in systems development and operations for security and privacy compliance; Coordinate 
the development and maintenance of data protection policies and procedures in organization; 
Determine security classification of each segment of organization data and data access policy; Define 
organization users access roles and assign access for individuals based on their need to know; 
Participate and coordinate implementation of technological solutions to protect data; Ensure 
compliance with law and organizations policy regarding the use data; Ensure that all organizations 
personnel with access to information assets are trained in relevant security and confidentiality policies 
and procedures. Key competences here are Documentation Production; Change Support; Contract 
Management; Information and Knowledge Management; Needs Identification; Risk Management; 

3.3 An overview of the demand for Cybersecurity professionals  
The job ads in the cybersecurity area have risen three times faster than the opening of IT jobs in 
general [9]. The demand for specialists with the necessary experience, qualifications, knowledge, 
skills, and competencies to provide protection against all sorts of digital attacks has become more and 
more intense. According to Steve Morgan [10] “Cybercriminal activity is one of the biggest challenges 
that humanity will face in the next two decades“. Furthermore „Cyberattacks are the fastest growing 
crime globally, and they are increasing in size, sophistication and cost“. 

The cybersecurity employees today are not a luxury but a necessity. EC (2017) share that the lack of 
workforce in cybersecurity will affect the shortage of ICT professionals, EC also claims that effective 
cybersecurity is based largely on the skills of the relevant staff [11].  
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In order to define the knowledge and experience demanded by organizations regarding cyber security 
professionals and to complement the Cybersecurity Competence Map, we reviewed the job 
advertisements offered in Bulgaria. Between January and March 2019, were viewed job listings in the 
most popular digital channels for supply and demand at work in Bulgaria (such as Jobs.bg, 
bg.linkedin.com, and glassdoor.com). During this period 29 job offers were collected, all of them in the 
field of cybersecurity. Nearly 100% of Cyber Security specialists’ job ads published by international 
companies functioning on the Bulgarian market. In job advertisements, the employers distinguish in 
their search the cybersecurity professionals with experience from those who do not. 

The seniority levels in job advertisements are as follows: 

- Entry level – 4 %; 
- Entry - mid (Associate) level - 32%; 
- Junior level - 9%; 
- Mid-level - 32%; 
- Mid - senior level – 14 %; 
- Senior level – 9 %. 

The differences between these categories are seen in the expertise and skills required by employers 
as well as in defined obligations and the level of autonomy in their implementation (Table 1). 

Table 1. Link between seniority levels and competences in the demand for cybersecurity professionals 

Level Degree Experience 

Entry Level Bachelor’s Degree (or higher). Any experience in anti-fraud, risk, analytics, 
cyber security or relevant fields will be 
considered a plus. 

Entry - mid 
(Associate) level 

Bachelor or Master degree in IT, 
Telecommunications, Engineering or similar 
technical area, or equivalent certifications 

At least 5 years of information technology 
experience 

Junior University degree in Computer Science or 
related; Additional Security certificates 

1+ years of IT experience 

Mid Bachelor’s Degree in Information Security or 
related discipline, or related certifications 

Typically, 2 to 5 years’ experience. Must 
provide coding samples related to a 
cybersecurity-focused project. 

Mid - senior level University degree in Computer Science or 
related. 
Certifications highly preferred. 

3 to 5 years’ experience in an information or 
cyber security role. Practical experience in 
security for OS, DB, networks, Cloud, 
endpoints Solid infrastructure background in 
Linux.  

Senior University degree in Computer Science or 
related. 
Certifications highly preferred. 

Professional experience - not less than 3 to 5 
years in Information Technology or Security 

After we made analyzing the requirements for each of the positions and basing the defined 
Cybersecurity Competence Map, we redistributed the positions in new 6 generalizing categories 
(Table 2). 

Тhe required Skills and Knowledge for each level are as follows: 

• For entry level - Proficient in English; Knowledge of Microsoft Office Excel, any experience in 
database processing. Familiarity with the “DarkNet” and “DeepWeb” 

• For entry-mid (associate) level - Knowledge in security testing techniques, such as vulnerability 
scanning, penetration testing, code analysis; Knowledge in operating systems functionality and 
operating system security features Knowledge of configuration management. 

• For junior  level - Fluent verbal and written English; Strong technical knowledge of Microsoft 
operating systems; Experience with antivirus products; In depth understanding of security 
threats; Good understanding and adherence to the ITIL framework (Change Management, etc.) 
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Autonomy and good problem-solving skills; Understanding of outsourcing services, preferably 
with actual experience of outsourcing or Delivery service, etc. 

• For mid-level - n-depth: Cyber and IT security knowledge; Cyber and IT security risks, threats 
and prevention measures; SQL and relevant scripting languages; malware and phishing 
analysis; networking and network security. Knowledge of scripting language (like Python); 
knowledge of REST and SOAP API standards and usage; .Net, and PHP development;  
knowledge of Linux and PowerShell, etc.  

• For mid-senior level - Knowledge and experience in information security principles, algorithms, 
protocols, technologies and their best practices supporting encryption, authentication, access 
control, information systems attack patterns, intrusion detection and prevention, web and 
network security, DLP, vulnerabilities and patch management, etc. A strong understanding of 
the business impact of security tools, technologies and policies. Proven experience of producing 
high quality deliverables working alone and as part of a team. Good understanding of security 
monitoring, correlations and analysis to do attitude with demonstrable security projects delivery 
experience; BCP and DR Fluent English (written and spoken) 

• For senior level – An understanding of Service Level Agreements and their application; Cloud 
topologies, including Layer 2 and 3 topologies and SD-WAN architectures; Checkpoint (CCSA 
is advantageous, CCSE is a distinctive advantage); Cisco Security Products (CCNA or CCNP 
are advantageous); Juniper network and firewall products (JNCIA-Junos, JNCIS-SEC or JNCIP-
SEC are advantageous); Palo Alto Networks security products; F5 Big IP products; IDS/ IPS 
and DDOS Mitigation technologies; Switching (Cisco, Arista, Juniper, or Melanox); Virtual/Cloud 
infrastructures (VMware, KVM, Cloud Stack, Open Stack, etc); Programming/Scripting (Python, 
perl, bash, powershell, etc). Excellent knowledge of standard Internet protocols like TCP/IP, 
HTTP, FTP, SMTP with proven troubleshooting skills in identification of incident root cause. 

Table 2. An overview of the demand for cybersecurity professionals 

 Level/  
Positions 

Cyber 
Security & 

Data Analyst 

Cyber 
Security 
Engineer  

Cloud and 
Network 
Security  

Security 
Expert 

Cyber Security 
Administrator  
and Endpoint 

Protection 

Cyber 
Security Risk 

Manager 

Entry 
Level 

Cyber Security 
& Data Analyst           

Entry Mid 

Penetration 
tester 
(Cybersecurity 
Expert) 
(Associate) 

Cyber Security 
Engineer 
(Associate) 

Cloud Security 
Analyst 
(Associate) 

Security 
Consultant 
Online 
Supermarket 
Services 
(Associate) 

IT Security 
Administrator 
(Associate) 

Security 
Incident 
Response 
Control Center 
Technical 
Writer 
(Associate) 

  
Security 
Engineer 
(Associate) 

Network 
Security 
Engineer 
(Associate) 

  

Offering 
Solutions 
Architect - IT 
Security 
(Cybersecurity) 
(Associate) 

  

  
Security Project 
Manager 
(Associate) 

Senior Network 
Security 
Engineer 
(Associate) 

      

Junior 
Junior Security 
Operations 
Center Analyst 
(Junior) 

      

Security 
Specialist - 
Endpoint 
Protection 
(Junior) 
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Mid 

Cyber Security 
Analyst (Med) 

Security 
Engineer for 
Digital 
Transformation 
Center (Med) 

Security and 
Network 
Operation 
Center Analyst 
(Med) 

Information 
Security 
Manager (Med) 

Cyber Security 
Automation 
Specialist (Med) 

Security 
Incident 
Response 
Analyst – 
(Med) 

      
IT Security 
Consultant 
(Med) 

    

      Security Expert 
(Med)     

Mid-
Senior 

  

Product 
Manager for 
Cyber Security 
Services (Mid-
Senior) 

  
IT Security 
Officer (Mid-
Senior) 

    

  
Security 
Engineer (Mid-
Senior) 

  
Cyber Security 
Specialist (Mid-
Senior) 

    

  

Information 
Security 
Engineer (Mid-
Senior) 

        

Senior     

Senior Cloud 
Network & 
Security 
Engineer 
(Senior) 

Head Of IT 
security 
Department 
(Senior) 

    

Based on the above information we have distinguished the basic skills of cybersecurity specialists in 
two groups: 

- Hard skills; 
- Soft Skills. 

Based on the review, we united in the Hard skills group the following subgroups of competence areas: 

• Web and network security - Familiarity with the “DarkNet” and “DeepWeb”; networking and 
network security; .Net; network and firewall products; Cloud topologies; knowledge of standard 
Internet protocols; 

• Virtual and Cloud infrastructures – such us VMware, KVM, Cloud Stack, Open Stack, etc.; 

• Security testing techniques, such as vulnerability scanning, penetration testing, code analysis;  
• Operating systems functionality and operating system security features; Microsoft and Linux 

operating systems; 

• Knowledge of configuration management and ITIL framework (Change Management, etc.) 
• Antivirus protection and access control; 

• Programming/Scripting (Python, perl, bash, powershell, SQL, Python, PHP, etc.)  
• Data Bases 

• Information security principles. 

Soft skills are less affected in the profile of cybersecurity professionals. Includes skills like writing, 
teaching, and public speaking; curious, creative thinking; Proficient in English; Proven experience of 
producing high-quality deliverables working alone and as part of a team, etc. 
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3.4 An overview of the supply in the field of Cybersecurity 
In order to make a comparison between demand and supply in the field of Cybersecurity, this section 
of the paper will present an analysis of the knowledge and skills involved in the courses training 
cybersecurity. 

Based on the analysis presented in the previous section (see table 1) we know that one of the most 
frequently asked requirements for job applicants is to have a bachelor degree in Computer Science or 
relevant certificates. This gives us grounds in our analysis to include both training courses and 
university programs in the field of Cybersecurity. 

Were studied a total of 8 Bulgarian universities, as well as 5 training organizations, producing 
cybersecurity specialists. Each of the training institutions operates on the territory of Bulgaria. In the 
course of the study, factors such as total length of training and knowledge and skills were taken into 
account.  

With respect to the first factor - total length of training, the following summaries were raised: 

• Cybersecurity Qualification Courses have a total duration of between 40 and 120 hours. 
Training participants need to have significant practical experience in IT and information security. 
Often, the courses have a set of requirements the candidate needs to answer (like certificates 
and skills). The theoretical material is supported by many examples and laboratory exercises. 
The emphasis is on building practical skills. 

• The duration of Cybersecurity Master's degree training varies between 2 and 3 semesters 
(about a year, a year and a half). The training covers a number of disciplines, some of which are 
purely theoretical, and others are beyond the profile of Cybersecurity professionals. It is 
noteworthy that there are no practicums to build the hard skills required. The emphasis is on 
building theoretical knowledge rather than on building up practical skills. 

Taking into account the following factors in the analysis (knowledge and skills in the training program), 
serious differences were noted regarding the material covered. The analysis of this indicator was 
carried out in compliance with the two-competency model "hard-soft skills"(Table 3). Special attention 
was paid to the skills required by employers who do not meet in the training course ("skills gap"). 

Table 3. Basic skills included in Cybersecurity training programs in Bulgaria 

Type of 
courses 

Hard skills 
According to 
Cybersecurity curriculum 

Soft skills 
According to 
Cybersecurity 
curriculum 

Skills gap 

Qualification 
courses 

Security Fundamentals 
Identifying Security Threats and Vulnerabilities 
Managing Data, Application, and Host Security 
Implementing Network Security 
Implementing Access Control, Authentication, and 
Account Management 
Managing Certificates 
Implementing Compliance and Operational 
Security 
Risk Management 
Troubleshooting and Managing Security Incidents 
Business Continuity and Disaster Recovery 
Planning 

none Virtual Cloud 
infrastructures 
Operating systems 
Knowledge of 
configuration 
management 
Programming/Scripting 
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Masters 
programs 

Cloud computing 
Information systems; 
Web security 
Security testing techniques 
access control 
Risk management in Cybersecurity 
Information security principles 
Distributed databases 

Confidentiality 
Organizational 
Psychology 
Ethics 

Security testing 
techniques 
Knowledge of 
configuration 
management 
Antivirus protection and 
access control 
Programming/Scripting 

Our analysis has shown that group of skills required by employers in job advertisements (see section 
3.2) remains unheeded in the production of Cybersecurity specialists. It turns out that training 
organizations are lagging against the development of technologies and the needs of the business 
sector [12]. 

We observe the following disproportions: 

1. „Demand-Availability“ – Demand for cybersecurity specialists has become more and more 
intense in recent years, but there is a shortage of staff capable of meeting current needs. 

2. „Supply - Labor market needs“ - Despite the steady production of cybersecurity professionals 
and the inertia of students   and employers in this field, many of the training organizations 
remain catching up with the pace of technology development and as a result, produce 
unprepared for the momentary needs specialists. 

3. “Demand-Supply”- It turns out that by completing a cybersecurity training program, young 
professionals have not mastered much of the necessary knowledge and skills to enable them to 
be directly involved in the labor market. 

4 CONCLUSIONS AND RECOMMENDATIONS 
The security challenge is compounded by the security talent shortage, which has reached crisis levels. 
That is why executives in every industry must take care for the preparation of cybersecurity experts as 
part of the risk profile of the business. It necessitates a complete cultural change [13]. Organizations 
are under the pressure of new laws that regulate cyber-security and the dangers of hostilities in digital 
space. At the same time, the capacity created in higher education to train cyber security specialists in 
is insufficient to meet the demand for staff. 

The specialties that exist [14] do not sufficiently cover the competences required by the EU and 
national legislation. 

The practical training of students does not meet the demand from the different branches of industry. 

There is no training for staff to work in the IT industry, and in particular in cybersecurity companies. 

Cybersecurity is a skills-based profession that is always rooted in experience and repetition [15]. Both 
the universities and technical schools struggle to provide live environments [16], [17], that can 
replicate complex security environments, even for small- to medium-sized businesses [18]. 

We believe that state intervention is needed in the cyber security training process in order to ensure 
the necessary pace and quality for the training of specialists. 
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