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Abstract 
The introduction of the General European Data Protection Regulation (GDPR) is the most important 
change in data protection legislation in the EU and globally in recent years. The new EU Regulation 
2016/679 imposes numerous paradigms shifts that induce conceptual and approach changes across all 
personal data providers. The EU Regulation 679/2016 entered into force on May 25, 2018. In this 
context, Romania, together with the EU Member States aligned with the requirements imposed by the 
Regulation, with organizations having the obligation to introduce all the personal data protection. 

National Institute for Research and Development in Informatics - ICI Bucharest offers numerous services 
(research-development-innovation services, domain registration .ro, electronic fiscal tax markers, 
ICIPRO - institutional cloud) that process personal data from data from research and development 
projects until identification data of the legal representatives of institutions requesting space in the 
institutional cloud. 

Because ICI Bucharest is the most important research and development institute from Romania in the 
ICT field, it was absolutely natural to develop projects for the implementation of the GDPR Regulation 
in the area of interest. Thus, ICI Bucharest has developed the research project named "Intelligent 
Platform for Personal Data Protection Management at the central public administration 
(Smart_GDPR_AP)”, in which it aims to develop a platform to provide the necessary support to all public 
institutions that are operator of personal data. 

In this context, the proposed project comes to the attention of all data operators, especially those in the 
public administration, by providing a smart platform that will allow the DPO (Data Protection Officer) of 
the institution to access tools, working methods and methodologies, as well as good practice guides on 
the whole complex system for processing personal data. 

Another important objective of this project is training and development the specialized staff that is 
mandatory in every public institution. This is the DPO, whose role is extremely important in any personal 
data service provider and is a unique access point of the institution with the The National Supervisory 
Authority for Personal Data Processing. Additionally, the platform provides the opportunity to promote a 
general awareness policy for all users who process / own personal data. 

The GDPR training and awareness program offered by us has as a main objective the acquisition and 
development of competences regarding the processing of personal data and the understanding of the 
importance of the protection of these data in the context of different processing. 

The program consists of 8 training modules, with a duration of about 180 hours, with a weekly 
distribution, but accessible according to the student's needs. Each module contains a theoretical, 
interactive module that uses game-based self-learning methods, interactive phrases puzzles, and an 
application part with problem-solving methods based on scenarios the student needs to solve. 

We developed this program for ROTLD (Romanian Top-Level Domain Department) clients, through 
Lifelong Learning Center. The Center is a department of ICI Bucharest with the positive results in training 
in ICT field. So, we design and implement this research project with double scope: to developed the 
platform and to train the numerous DPO and other specialists in data protection for Romanian public 
institutions. 
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1 INTRODUCTION  
The introduction of the general European Data Protection Regulation (GDPR) is the most important 
modification of data protection legislation in the EU and globally in recent years. The new EU regulation 
2016/679 imposes numerous paradigm changes that induce conceptual changes and approach across 
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all personal data controllers. Genesis was not easy. Thought as an absolutely necessary update to 
Directive 95/46/EC, the GDPR strengthened after 4 years of debate and 3000 amendments. More than 
80 new requirements have emerged from the old directive 

Chronoligic, the occurrence of the GDPR meant the following steps [1]: 

• 25 January 2012: The proposal for the GDPR was launched. 
• 21 October 2013: The Parliamentary Committee on Civil Liberties, Justice and Home Affairs 

(LIBE) had a vote of guidance. 

• 15 December 2015: Negotiations between the European Parliament, the Council and the 
Commission (the formal trilogue hearing) led to a joint proposal. 

• 17 December 2015: The European Parliament's LIBE committee voted for the negotiations 
between the three parties.  

• 8 April 2016: Adoption by the Council of the European Union. The only Member State that voted 
against was Austria, which argued that the level of data protection in certain respects is reduced 
compared to the directive of 1995.  

• 14 April 2016: Adoption by the European Parliament.  

• 24 May 2016: the regulation entered into force, 20 days after its publication in the Official Journal 
of the European Union.  

• 25 May 2018: Its provisions have become directly applicable in all Member States, two years after 
the entry into force of the regulations. 

• 20 July 2018: The GDPR became valid in the EEA countries (Iceland, Liechtenstein and Norway) 
after the EEA Joint Committee and the three countries agreed to comply with the regulation. 

In conclusion, the EU Data Protection Regulation (EU) 2016/679 ( "GDPR ") is a regulation of EU data 
protection and privacy legislation of all persons in the European Union (EU) and the European Economic 
area (EEA). It also refers to the export of personal data outside EU and EEA areas. The GDPR seeks, 
firstly, to control individuals with regard to their personal data and to simplify the regulatory environment 
of international affairs by unifying the regulation within the EU. 

In Romania, the European regulation on the protection of personal data 679/2016 entered into force 
starting on May 25, 2018. In this context, Romania and the EU Member States align with the 
requirements imposed by the regulation, with the obligation for all protection measures to be introduced. 
The local public administration institutions are gestating a very large number of personal data, which is 
why, at their level, it is necessary to [1]: 

• Nomination of a DPO – personal Data protection officer representing the single point of contact 
between the institution and the ANSPDCP; 

• The development of policies and procedures applicable to the organization for the protection of 
personal data; 

• The implementation, at the level of each structure within the organization of tools to achieve the 
protection of personal data managed by the structure (policies, information, security, security of 
management and storage systems, etc.) 

The regulation applies to all EU Member States starting on 25 May 2018 Moreover, at EU level, the 
European Data Protection Supervisor (https://edps.europa.eu/edps-homepage_en?lang=ro) has been 
imposed by the existence of the regulation and numerous international collaborations. The regulation 
requires Member States to respect the principles of private life and the processing of personal data, 
which is achieved through the European Authority's surveillance platform. It works directly with 
international bodies (Article 29 Working Party, the European Data protection Board, Europol, Data 
Protection Secretariat, Europe IT systems etc) to promote a fair protection policy, based on collaboration 
and Support each other. 

As far as intelligent personal data management platforms are concerned, one such, The International 
Association of Privacy Professionals (www.iapp.org) provides a global exchange of information, creating 
a community of all Operators of personal data, specialists in the field (DPO), instructors. The platform 
offers best practitioners, training and certification modules, information exchanges and all the necessary 
information for help in implementing the GDPR.[1] 
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2 METHODOLOGY 
The training and awareness program offered by us has as main objective the acquisition and 
development of competences regarding the processing of personal data and the understanding of the 
importance of the protection of these data in the context of different processing. 

The objectives of the program expressed in professional competencies are as follows .[2] [3]: 

• Informing the organization and the data subjects of their rights and obligations under the 
legislation on the protection of personal data 

• Monitoring the way in which the organization complies with the personal data protection legislation 
and the specific standards to which the organization has acceded 

• Issuing recommendations and providing expert assistance to the organization on the 
interpretation and application of the preceding legislation on the protection of personal data 

• Managing the relationship with the supervisory authority in the field of personal data protection  

• Compliance with the principle of objectivity in the area of personal data protection 
• Ensuring and managing the register of Personal data processing 
• The management and coordination of the human, financial, technical resources necessary for 

carrying out tasks and activities specific to the protection of personal data 

• Continuous Professional development in the field of personal data protection 
• Monitoring the application of tools and methods to improve the effectiveness of the information 

security management system 

• Analyzing and evaluating the risks of processing personal data 
• Application of legal provisions relating to health and safety in work and in the field of emergency 

situations  

• Application of quality procedures 

The relationship between training modules and acquired competence is described in the following table: 

Table 1. The relationship between modules and competence 

Module/Discipline  Acquired competence 

M I – Getting started on the area of personal data 
protection  

Informing the organisation and the data subjects of their rights 
and obligations under the laws on the protection of personal 
information. 
 

M II – Rights and obligations of the organisation 
in the processing of personal data. Information 
tools 

M III – Rights and obligations of persons involved 
in the processing of personal data. Information 
tools 

M IV – Identification of the tools for monitoring 
how the organisation complies with the 
provisions of the personal data protection 
legislation, their organisation and use within the 
organisation. 

Monitoring the manner in which the organisation complies with 
the personal data protection legislation and the specific 
standards to which the organisation has acceded. 

Ensuring and managing the register of Personal data 
processing 

M V – Scope of activities related to the specialist 
assistance provided by the personal Data 
protection officer. Elaboration of the work plan of 
the personal Data protection officer 

Issuing recommendations and providing expert assistance to 
the organisation on the interpretation and application of the 
provisions of the legislation on the protection of personal data. 

M VI – Relationship with the Supervisory 
Authority in the field of personal data protection. 
Specific tools and situations 

Managing the relationship with the supervisory authority in the 
field of personal data protection. 
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M VII – Specific aspects of the role and activity 
of the personal Data Protection Officer   

Compliance with the principle of objectivity in the field of 
personal data protection.  

Management and coordination of human, financial, technical 
resources necessary for the implementation of tasks and 
activities specific to the protection of personal data 

Continuous professional development in the field of personal 
data protection   

M VIII – Risk management and Information 
Security 

Monitoring the application of tools and methods to improve the 
effectiveness of the information security management system 

Analysing and evaluating the risks of processing personal data 

The program consists of eight course modules, each of which develops certain professional skills [3]. 
The building blocks of the program are: 

• Module I - Getting started on the area of personal data protection, with the following content: 
o Policies and tools that can be applied to monitor the way the organization complies with the 

provisions of the legislation on personal data protection. 
o Periodic activities or ad-hoc care may be carried out to verify the implementation of the 

appropriate technical and organizational requirements for the processing of personal data. 
Identification of cases where outsourcing of the verification activity is required. 

o Evidence of processing of personal data. 

• Module II - Rights and obligations of the organisation in the processing of personal data. 
Information tools with the following themes .[2] [3]: 
o The rights and obligations of the operator in the processing of personal data. Particular aspects 

regarding the processing of sensitive data. 
o Rights and Duties of the Employee in the Processing of Personal Data. Particular aspects 

regarding the processing of sensitive data. 
o Operational relationship - empowered. Rights, responsibilities, mandatory contractual 

provisions.  

• Module III - Rights and obligations of persons involved in the processing of personal data. 
Information tools with the following: 
o Rights and obligations of the data subject with regard to the processing of personal data 

(categories of rights, information to be provided to the data subject, how to exercise those 
rights). Specific data regarding the processing of sensitive data 

• Module IV - Identification of the tools for monitoring the way the organization complies with the 
provisions of the legislation on the protection of personal data, their organization and use within 
the organization, with following subjects .[2] [3]: 
o Policies and tools that can be used to monitor how the organization complies with personal 

data protection legislation. 
o Periodic or ad hoc activities that can be conducted to verify the implementation of the 

appropriate technical and organizational requirements for the processing of personal data. 
Identification of cases where outsourcing of the verification activity is required. 

o Evidence of processing of personal data . 

• Module V - Scope of activities related to the specialist assistance provided by the personal Data 
Protection Officer. Elaboration of the work plan has the following items: .[2] [3] 
o Impact assessment on data protection 
o Ensuring data protection from the moment of design and by default (the concept of data 

protection by design and by default) 
o Transfer of personal data - applicable legal regime, rights and obligations depending on the 

nature of the recipient (including transfer to third countries) 
o The security concept of processing personal data. Violation of personal data security 
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o Liability and sanctions applicable in case of non-compliance with the provisions of the 
legislation in the field of personal data protection 

• Module VI – The relationship with the Supervisory Authority in the field of personal data protection. 
Specific tools and situations. .[2] [3] 
o The competencies of Supervisory Authority. The concept of primary Supervisory Authority 

according to GDPR 
o Consulting and / or approving the supervising authority about performing certain processing 

operations in the cases provided for by applicable law 
o Notification of the supervisory authority in the case of breach of personal data security. 

Working method and tools  

• Module VII - Specific aspects of the role and work of the Data Protection Officer, with following 
content: .[2] [3] 
o Designate the person responsible for personal data protection 
o The role and attributions of the person responsible for personal data protection within the 

organization 
o The principle of objectivity in the performance of the tasks and activities of the Data Protection 

Officer (safeguards that enable the Data Protection Officer to carry out his / her duties 
independently). Conflict of interests with other structures within the organization. 

o Organization's obligations to the Data Protection Officer. The resources to be used by the Data 
Protection Officer for the performance of his duties. 

o Obligations of the Data Protection Officer from the Perspective of Continuing Professional 
Development (including the staff of the organization). Methods of Employee Personnel 
Accountability. 

• Module VIII - Risk Management and Information Security, with following items: .[2] [3] 
o The applicable information security requirements - roles, responsibilities and authorities 
o Organization of information security, implementation of information security 
o Life cycle of computer systems. Integration of security and privacy into the life cycle 
o Security of Asset Management 
o The overall framework for risk assessment and management 
o Risk evaluation 

Evaluation modalities 
1 Initial assessment (if applicable) 

o Where appropriate, a grid test and an in-kind sample shall be applied in which the knowledge 
acquired in formal or informal ways in the field of personal data protection will be tested 

o If this is not the case, the training sessions will be elaborated so as to meet the needs of the 
participants with different experiences and knowledge, in compliance with the conditions for 
the competences and skills necessary for access to the program. 

o An application form will be completed, part of the participant's dossier, which will contain the 
information necessary to adapt the training program to the needs and expertise of the 
participants, without constituting an assessment or selection criterion. 

2 Evaluation along the way (may be presented separately for theoretical and practical training, 
respectively on modules/disciplines/learning sequences) 
o Frequency 

§ Grid tests and open questions of partial evaluation for each module – to assess the level 
of knowledge fixation; 

o Methods – Tools 
§ written tests of the grid test, reflection themes, open questions for theoretical preparation 

testing; 
§ instruction, systematic observation in solving applications on the training platform for the 

assessment of practical training; 
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o Appreciation Scale 
§ the partial evaluations will be denoted on a scale of 1 to 10 (where 1 is the minimum note 

and 10 the maximum). 
3 Final assessment (to be presented separately on samples – written, oral, practical – if applicable) 

o Methods – Tools 
§ written test sample of the grid for theoretical preparation testing; 
§ The project for the evaluation of practical training (elaboration and presentation); 

o Appreciation Scale 
§ Final evaluations for theoretical and practical evidence will be noted on a scale of 1 to 10 

(Minimum note 6 required to promote theoretical proof and minimum note 7 for the 
promotion of practical proof). 

3 RESULTS 
As a result, from our clients, we have a positive feedback through the training program they 
understanding the need for personal data protection. Until now, we have three series of students. Each 
student has a folder with curriculum, electronic content of theoretical course, exercises and subjects for 
exam. 

Last years, we started the accreditation of the course at the Ministry of Labor. We developed the 
accreditation folder that contains the documents necessary for the authorization of the specialized 
training according to the occupational standard. This folder entered in a complex accreditation process, 
resulting in the authorization required for national recognition. 

Two months ago, we completed the certification process of this training program at national level and to 
align with the national occupational standards on personal data protection.   
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